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1 Introduction monitoring the addresses ihgives us the average num-

In recent years, there has been a steep rise in the amgﬁﬁpf spamsij that arrive atamailbox due '_[O h_arvestlng

of unsolicited-emails (spams) [11]. Such mails ovedS weII_as random guessing, whereas monitoring the ones
whelm users’ mailboxes, consume server resources gives U_Tbthe éaverage n(Lijber of spam)st(;at ar- h
cause delays to mail delivery. Many techniques [2, 18/ at @ mailbox due to random guessing only as suc
12, 5, 13] have been used for mitigating spams. ddresses do not have any trace in the Internet, and as

spite the plethora of schemes proposed, all of them hgvgesu_lt the only way to reach such address_es is random
the cardinal problem ofalse positives which compro- guessing. Thus, we can estimate the fraction of spams

i — =
mises the reliability of emails. Furthermore, many &€ t0 harvesting af, = ==.

such schemes are plagued with security, privacy, deplo Another subtlgtkl/l;r:oat geeds accounting is that spam-
ability and transparency issues. ers can use [6] responses to spams to ran-

In this project, we propose a new spam-mitigation agégmly guessed addresses to discover newly created ad-

proach that is orthogonal and complementary to the p esses. For example, an “user “Uk”OW” error mes-

vious schemesit reduces the spams reaching the mail- sage [6] means that the corresponding address does not
exist. In other words, random guessing itself can be used

boxes of real users by misdeading spammers into spam- h . hani To di he ab p
ming non-existing mailboxes. To send spams, spammen?s a harvesting mechanism. To discount the above effect
rom the calculation off;,, we monitor the spams reach-

need a set of victim addressds)( From the perspective, h o onl it b h 4 Th
of spammers’ resource utilization, it is imperative that 9 the setV only until it becomes harvested. The event

setV consists largely of valid addresses. It has been &g_becoming harvested is re_cognized by a heuristic that
served that to create the Sét spammers primarily use_rela_tgs |t_to a sgdden_surge in the number of spams. The
two techniques: (1) crawling the Internet (homepagé'gt,u'tlon is confirmed in Section 3.

newsgroups) [9], and (2) guessing email addresses with ..

the hope of hitting on valid ones [11]. In this paper, \)% Pre“mmary Results

(1) hypothesize that majority of spams reaching a usefFgure 1 shows the number of spams received by an in-
mailbox is because the user’s address is harvested;di2jdual address (mailbox) per day. We show the data
perform experiments to confirm hypothesis; and (3) praorth 30 days corresponding to two mailboxes, one be-
pose a simplefalse positives free scheme that mitigateslonging to a faculty memberM1 € L) and the other
the impact of spam on individual mailboxes by poisonirgelonging to a studenf\{2 € L). The reason for choos-

the address harvesting of spammers. ing these two types is that the extent of harvesting of a
particular address depends on its availability throughout
2 Methodol ogy the Internet. It is likely that different people will have

different availability of their addresses. The curve “RG”
We first study the relative fraction of spams due to tR@ows the number of spams estimated due to random

two most common techniques: harvesting and randgjlessing (from the sét). We can observe that the num-
guessing of users’ mailboxes. Our study is based on col-
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lected data for the number of spams arriving at individ- M1
ual mailboxes for a set of mailboxes) at Purdue. An 200 et R T
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Figure 1:Spams/day at 3 types of mailboxes.
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Figure 2:A surge in spams marks harvesting.

ber of spams received at M1 (average 150 per day)dieployment of such a system below.

much larger than M2 (average 15 per day). Moreov@ptimized Spamming Evidence from a spam sink-
the proportion of the spams due to harvesting is muible, that we have set up, suggests that spammers often
more than spams due to random guessing (averagedpfimize their resources by sending a single spam to a
per day). This proportion is 99.7% for M1 and 96.7% faarge number of recipients by using cc/bcc facilities pro-
M2 calculated using the formulae f@y. This shows that vided by SMTP. Our scheme can counter such attempts

the majority of the spams that common users receive at by aggressively dropping emails whose destinations con-
their mailboxes is due to harvesting. sist of a fraction of dummies.

Figure 2 shows that the five mailbox@6l — N5 in Server Load Our scheme does not lead to increased
the set/V-mostly remained idle (receiving — 2 spams server load because spammers are resource bound [1, 4,
per day) for a period of 70 days and then suddenly exj®-g]. All our scheme does is to divert spammers’ re-
rienced a rise in the spams. This confirms the intuitiggurces to unfruitful work. Also, once the scheme is
behind the heuristic mentioned in Section 2. Followingidely deployed, there will not be any uneven load dis-
this observation, we considered data for addressé$ inribution among mail servers of different organizations.
only until 70 days into the experiments in calculatifig - Advertisement The circulation of email addresses in

the Internet and the consequent harvesting of them by
4 Proposed Solution and Discussions  spammers are a consequence of the activities of the users

We propose a spam-mitigation scheme that Ieverageselﬁﬁoc'ated with those addre_sses. Thus, to eff_ectlvely mis-
spammers’ resource limit, a fact that is exploited by seg2d Spammers, the advertisement of dummies needs to
eral previous work [1, 4, 3, 8}. It works by pollut- be extensive and mimicking real addresses.

ing the Internet by advertising (through web pages aEgEf

newsgroups) a large number of dummy addresses (au= erences
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