
Towards Systematic Design of Enterprise Networks

Yu-Wei Eric Sung, Sanjay G. Rao
Purdue University

f sungy,sanjayg@ecn.purdue.edu

Geoffrey G. Xie
Naval Postgraduate School

xie@nps.edu

David A. Maltz
Microsoft Research
dmaltz@microsoft.com

ABSTRACT
Enterprisenetworksareimportant,with sizeandcomplexity
even surpassingcarriernetworks. Yet, the designof enter-
prisenetworks is ad-hocandpoorly understood.In this pa-
per, we show how a systematicdesignapproachcanhandle
two key areasof enterprisedesign: virtual local areanet-
works(VLANs) andreachabilitycontrol.Wefocusonthese
tasksgiventheircomplexity,prevalence,andtime-consuming
nature.Ourcontributionsarethree-fold.First,weshow how
thesedesigntasksmay be formulatedin termsof network-
wideperformance,security, andresiliencerequirements.Our
formulationscapturethecorrectnessandfeasibilityconstraints
on thedesign,andthey modeleachtaskasoneof optimiz-
ing desiredcriteriasubjectto theconstraints.Theoptimiza-
tion criteria may further be customizedto meetoperator-
preferreddesignstrategies. Second,we developa setof al-
gorithmsto solve the problemsthat we formulate. Third,
we demonstratethe feasibility andvalueof our systematic
designapproachthroughvalidationon a large-scalecampus
network with hundredsof routersandVLANs.

1 Intr oduction
Recentempirical studiesreveal that the size of someen-
terprisenetworks and the complexity of their routing de-
signrival or evensurpassthoseof carriernetworks[23, 22].
Far more enterprisenetworks than carrier networks are in
operationtodayandtheir designsarehighly customizedto
theneedsof individualcompanies,universities,government
agencies,or othertypesof organizations.However, despite
thecomplexity,prevalence,anddiversity, enterprisenetworks
havereceivedlittle attentionfrom theresearchcommunity.

Managersof enterprisenetworksfaceuniquedesignchal-
lenges. They needto meeta wider rangeof security, re-
silience,andperformancerequirementsthan their counter-
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partsof carriernetworks. Examplesof suchchallengesin-
cludethecon�gurationof virtual localareanetworks(VLANs)
to easethemanagementof differentusergroups[17], thein-
tegration of multiple routing domainsto supportcompany
mergers[22], andtheinstallationof packet �lters to perform
ingress�ltering andto controlaccesstoprivilegeddatabases[28].

Theuniquechallengesof enterprisenetwork designhave
further exposedthe limitations of the existing ad-hocap-
proachto network designand management.On the one
hand,a managerfaceshigh-level constraintssuchas per-
formance,easeof manageability, security, andresilienceto
failures. On the otherhand,to realizea network design,a
managermust manuallychoosefrom a slew of protocols,
low-levelmechanisms,andoptions.Many of theseprotocols
andmechanismshave profoundinteractions.However, the
current“protocol by protocol” methodof network con�gu-
ration doesnot allow the network operatorto seeandcon-
trol theseinteractionsin a systematicmanner. Designfaults
andcon�gurationerrorsaccountfor a substantialnumberof
network problems[21], andareexploited by over 65% of
cyber-attacksaccordingto recentstatistics[24].

In this paper, we explorethefeasibilityof adoptinga sys-
tematicapproachto enterprisenetwork design.Thekey ele-
mentsinclude(i) identifyingthenetwork-wideperformance,
security, andresiliencerequirementsof a task;(ii) formulat-
ing therequirementsasoneof optimizingdesired(operator-
customized)criteriasubjecttocorrectnessandfeasibilitycon-
straintson the design;and (iii) developingalgorithmsand
heuristicsto solve theformulatedproblems.

We show thattwo critical enterprisenetwork designtasks
lend themselves to sucha systematicapproach.Thesein-
clude(i) VLAN design;and(ii) reachabilitycontrolthrough
placementof packet�lters. Wemodeltheobjectivesof VLAN
designasachieving low costsassociatedwith broadcastand
datatraf�c, givenconstraintssuchasacategorizationof hosts
into distinct logical groupsand a limit on the numberof
VLANs used.Wemodeltheobjectivesof packet�lter place-
mentasoptimizingfor operator-speci�edplacementcriteria
suchasbalancingprocessingneedsacrossrouters,while cor-
rectly realizingdesiredsecuritypolicies,andmeetingfeasi-
bility constraintson theprocessingcapacitiesof routers.

We evaluatethebene�ts of a systematicdesignapproach

1



Figure 1: Communication between different VLANs is routed

thr ough designatedrouters. When H1 talks to H2, R1 actsasa router

in the outgoingdir ection,but asa switch in the return dir ection.

in thecontext of algorithmswe developedto solve our for-
mulatedproblems.Ourvalidationsareconductedonalarge-
scalecampusnetwork datasetinvolving hundredsof routers
andVLANs, anda few thousandswitches.Beyondthegen-
eral time savings in realizinga correctandeasilycustomiz-
abledesign,our resultsshow thatthroughsystematicVLAN
design,broadcastand datatraf�c can be reducedby over
24% and55%, respectively. Our resultsalsohighlight the
importanceof asystematicapproachto placingpacket�lters
by identifying inconsistenciesin the realizationof operator
securityobjectivesin thecampusnetwork dataset.Overall,
theseresultsshow the promiseof a systematicdesignap-
proachin thesekey areas,andarea�rst but key steptowards
thetop-down designof enterprisenetworksin general.

2 Framing Enterprise DesignTasks
The natureof theenterprisedesignproblemis little known
outsidethe operationalcommunity. For example,thereis
almostno coverageof this topic in collegetextbooks.Only
throughrepeatedinspectionsof routercon�guration�les and
closeinteractionswith network managershave we obtained
abasicunderstandingof whattechnicalchallengesit entails.

Weobservethatenterprisedesigncanbedecomposedinto
a sequenceof distinctstagesor tasks.Themajortasksin or-
derof executionare:(1) planphysicaltopologyandwiring,
(ii) createVLANs andlayer-2 topology, (iii) selectandcon-
�gure routing protocols,and (iv) control reachabilitywith
packet �lters or �re walls. This work focuseson tasks(ii)
and(iv) becausethesetaskshavebeenidenti�ed by network
managersaschallengingandtime-consuming,andhavebeen
relatively unexploredby theresearchcommunity. In therest
of thissection,wegiveahighlevel descriptionof thetechni-
calchallengesfacingVLAN designandreachabilitycontrol.

2.1 VLAN Design
Operatorsreducethecomplexity of theircon�gurationtasks
by thinking aboutusersas collective groupsbasedon the
role of eachuserin the organization(e.g., what resources
they shouldbe ableto access).Today, thesegroupingsare
mostcommonlyimplementedby VLANs, which take a set
of usersin physicallydisparatelocationsandplacetheminto
a single logical subnet,even if the usersare connectedto
different switches. For instance,an enterprisepolicy may
permitaccessonly for all salespersonnel,andit maybede-
sirableto ensuretheseusersreceive IP addressesfrom the

samesubnetsothatroutingpoliciesandpacket �lters canbe
appliedto themasa group. ConsiderFig. 1. S, S1� S3are
switches,andR1� R2 arerouters.Notice that even though
hostsH1 andH3 arephysicallyseparated,they arebothpart
of VLAN 1. Likewise,hostsH2 andH4 belongto VLAN 2.

EachVLAN constitutesa separatebroadcastdomain.To
ensurebroadcasttraf�c is properlyconstrained,every link
is con�gured to permit only appropriateVLAN traf�c. In
Fig.1, thelink S1-H1is con�guredasanaccesslink andfor-
wardsonly VLAN 1 traf�c. The link S1-Sis con�gured as
a trunk link andpermitstraf�c for multiple explicitly spec-
i�ed VLANs (in this case,VLANs 1 and2). Typically, a
separatespanningtreerootedat a root bridge is constructed
perVLAN. For example,thecollectionof bold links forms
thespanningtreeof VLAN 1, with S beingits root bridge.

Eachpublicly accessibleVLAN is assignedwith whatwe
term a designated(gateway) router for that VLAN. When
a host inside a VLAN communicateswith a host outside,
the designatedrouter is the �rst (last) router for outgoing
(incoming)packets. In Fig. 1, R1 andR2 arerespectively
the designatedroutersfor VLAN 1 andVLAN 2. The IP
level pathbetweenH1 andH2 is: H 1 � R1: : : R2 � H 2,
with R1: : : R2 denotingtherecouldbeotherroutersin the
path.Thepathof data�o w is alsohighlightedin the�gure.

In VLAN design,an operatorfacestwo key taskswith
uniquetechnicalchallenges:
(1) Grouping hosts into VLANs: The operatormust de-
cide the appropriatenumberof VLANs in the design,and
determinewhichhostsmustbelongto eachVLAN. In doing
so, threefactorsmust be considered.First, securitypoli-
ciesandmanagementobjectivesmayin�uence thedecision.
For example, in a campusnetwork, the managermay de-
sire to separatefaculty andstudentmachinesinto different
VLANs in order to provide faculty with greateraccessto
servershostingcon�dential documents.Second,hostsin a
VLAN belongto thesamebroadcastdomain,andit is impor-
tant to keepthecostof broadcasttraf�c small. Thecostde-
pendsbothon (i) thenumberof hostsin theVLAN, and(ii)
thespanof theVLAN, i.e., how spreadout thehostsof the
VLAN arein theunderlyingnetwork topology. Finally, the
totalnumberof VLANs in thenetwork mustbekeptlimited,
asthedemandonnetwork hardwaregrowswith thenumber
of VLANs. For instance,aseparatespanningtreeis typically
constructedandmaintainedfor everyVLAN in thenetwork,
andthis increasesthememoryandprocessingrequirements
of individualswitches.
(2) Placementof router and bridge: For eachVLAN with
the host assignmentdecided,the operatormust determine
thebestlocationsof thedesignatedrouter, andtherootbridge
of thespanningtree.A key considerationis thepotentialin-
ef�ciencies in datacommunicationwith VLANs. Consider
Fig. 1. EventhoughH1 andH2 arephysicallyconnectedto
thesameswitch,thepathalongwhichdata�o ws is substan-
tially longer. Having longerpathsnot only leadsto longer
delays,but alsoincreasesthelikelihoodof failures,andcom-
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plicatesperformanceandfailurediagnosis.For example,if
H1 andH2 werein building X, andR2 werein building Y,
communicationcould be disruptedby a power failure in a
building locatedbetweenX andY.

Theinef�ciencies of communicationbetweenH1 andH2
wouldbereducedif R1werechosenasthedesignatedrouter
of VLAN 2 insteadof R2. An idealplacementstrategy must
considerboththelocationof all thehostsin theVLAN, and
the traf�c patternsof the hosts. For instance,if hostsin a
VLAN tendto communicatemorewith certainservers,it is
morecritical to limit theperformanceinef�ciencies associ-
atedwith communicationinvolving thoseservers.

The placementof root bridgedirectly impactsthe span-
ning treeconstructedfor a VLAN. This in turn determines
(i) thenetwork links thatseebroadcasttraf�c of theVLAN,
and(ii) thehopstraversedwhenahostin theVLAN commu-
nicateswith its gatewayrouter. Thus,it is importantto place
the root-bridgejudiciously to lower broadcasttraf�c in the
network andreduceinef�ciencies in datacommunication.

2.2 Reachability Control

Fromanoperator'spointof view, aprimaryobjectiveof net-
work securityis to controlpacket level reachability, that is,
whatpacketssentby a traf�c sourcearepermittedto reach
a destination.Commonsecuritypolicies,suchasrestricting
thetypesof externalapplicationsa hostcanaccess,limiting
thescopeof multicasttraf�c to speci�c subnets,andblock-
ing unauthorizedICMP andSNMP probes,areessentially
aboutpermittingpacketswith particularheader�eld combi-
nationsto be exchangedbetweenhosts.Currentdesignap-
proachesaread-hocanderror-prone,andcurrentbestprac-
tices for validating if a network con�guration meetsgiven
reachabilitycontrolobjectivesinvolve in-situ testing[28].

Today, operatorsrealizereachabilitycontrolobjectivesby
relying on two con�guration options. The �rst is a data
planesolution, which installs accesscontrol lists (ACLs),
alsocommonlyreferredto aspacket �lters, on routerinter-
faces.An ACL is a sequentialcollectionof permitanddeny
conditions,calledACL rules. A packet's header�elds are
matchedagainsteachrule successively. The orderof rules
is critical becausetestingstopswith the �r st match. If no
matchis found, an implicit “deny any ” rule is assumed
andthepacket is rejected.

Thesecondapproachto achieving reachabilitycontrolob-
jectivesis a control planesolution. In particular, by either
depriving someroutersof certainroutes,or creatingblack-
holeroutesin theirforwardingtables,unwantedpacketsmay
bedroppedby theroutinglogic. For example,onemaypar-
tition a network into multiple routing domainsandrestrict
the�o w of routinginformationbetweenthedomainssothat
notall routershaveroutesto all destinationsin thenetwork.

Controlling reachabilitythroughtheroutingdesignhasa
muchsmallerCPUoverheadbecausetheexecutionof rout-
ing logic, particularly the lookup of the forwarding table,
is mostly performedby specialhardwareandrequireslittle
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Figure2: Reachability control at data planeand control plane.

routerCPUtime. However, the routingorientedsolutionis
not alwaysapplicablebecauseof its relatively limited range
of conditionsfor matchingpackets. Unlike an ACL rule,
which may simultaneouslyrefer to multiple header�elds,
the routing logic matchespacketseither entirely basedon
sourceaddressor entirelyondestinationaddress.

Fig. 2 showsanexamplescenariowhereeithercon�gura-
tion option canbe usedto meeta securitypolicy. A1, A2,
B1, B2, andC aresubnets.Supposethesecuritypolicy does
not permit any host in A2 andB2 to talk to C, but permits
every hostin A1 andB1 to talk to C. To realizethis policy,
the operatormay con�gure an ACL, asshown in Fig. 2, in
theinbounddirectionof bothinterfacesof routerX2. Alter-
natively, the operatormay block traf�c betweenA2 andC,
andbetweenB2 andC, throughroutingdesign– onepossi-
ble option is to install two sourceaddressbasedblackhole
routesfor traf�c originatedfrom A2 or B2 at routerX2.

While routingdesignhasbeenextensivelystudied(e.g.,[6,
20,18]), ACL placementhasreceivedlittle attentionto date.
In this paper, we focuson ACL placement.We assumethat
routing designis alreadycompleted,and routing domains
aresuccessfullycon�gured beforetheoperatorsproceedto
determinetheplacementof ACLs in thenetwork.

The key taskwith ACL placementis thatoperatorsneed
to constructa setof ACLs basedon thesecurityobjectives
anddeterminesuitablelocations,i.e.,combinationsof router
interfaceandtraf�c direction,to placethem. In comingup
with an ACL placement,the primary criterion is correct-
nessof the design. The ACL and routing con�gurations
mustguaranteethedelivery of all authorizedpacketswhile
preventingall unauthorizedtraf�c from reachingthe desti-
nation. The solutionshouldalsobe resilientto certainlink
or routerfailurescenarios- in particular, thealternatepaths
thatmaybetakenwhenfailuresoccurmustalsobecorrectly
con�guredto ensurethereachabilityconstraintsaremet.

Anotherconsiderationin ACL placementis theCPUover-
headthatroutersincur from processingACL rulespacketby
packet. Thereis alimit onthetotalnumberof ACL rulesthat
aroutercanprocessconsistentlyperpacket. Thelimit varies
from model to model. A low-endroutermay only be able
to processdozensof ACL rulesperpacketwithout a notice-
ablereductionin link utilization. Thereforein somescenar-
ios, it maybe necessaryto placeACLs throughoutthenet-
work to distributethecomputationcost.A recentstudy[23]
revealsthat someoperationalnetworks indeedhave many
ACLs placedat corerouters,in additionto ACLs placedat
accessanddistribution routers.
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3 SystematicVLAN Design
In thissection,wepresentourapproachfor systematicVLAN
design.We �rst describethenetwork-wideabstractionsthat
we have developedto capturethemostimportantfactorsof
VLAN design.We thenformulatetheoperatordesigntasks
into optimizationproblemswith generalcost models. Fi-
nally, wepresentasetof heuristicsfor solvingtheoptimiza-
tion problemswith particularcostmodels.

3.1 Network-W ide Abstractions
We model the VLAN designproblemusing the following
abstractions:
� Host Category: This is a mappingP thatassociateseach
host in the network with the logical category to which it
belongs,suchas engineering,sales,payroll, studentclus-
ter, faculty cluster, etc. While hostsin the samecategory
neednot belongto the sameVLAN, hostsin two different
categoriesmustbelongto two differentVLANs. This is the
correctnesscriterionfor VLAN design.
� Traf�c Matrix: A traf�c matrix M T which speci�esex-
pectedtraf�c patternsbetweenhostsin 2differentcategories(or
samecategory, or agivencategoryandInternet).Weassume
informationis providedabouttheaveragetraf�c betweenall
hostpairsin two categories.That is, M T (i; j ) speci�esthe
averagedatatraf�c (in Kbps)sentby a hostin category i to
a hostin category j . While a precisetraf�c matrix might be
hardto obtain,wediscussin x3.4.2how to work with coarse
level traf�c patternsif accurateinformationis unavailable.

3.2 Formulation of Operator Tasks
Given a completenetwork topology with hosts,switches,
and routers, the goal of the operatoris to put togethera
VLAN designwith the above considerations.To make the
problemmoretractable,we modeltheVLAN designprob-
lem asa two-phaseprocess:
(i) Grouping hosts into VLANs: The operatormust de-
cidetheappropriatenumberof VLANs, denotedby x, in the
designandwhich hostsmustbelongto eachVLAN. More
formally, theproblemmaybeexpressedas:

Minimize [C(x) + max1� i � x f BroadcastCost i g]
subjectto thecorrectnesscriterionde�ned by P

Here, C(x) denotesthe costsassociatedwith having x
VLANs in thedesign.BroadcastCost i representsthecostof
broadcasttraf�c associatedwith a givenVLAN i .
(ii) Placementof router andbridge: ForeachcreatedVLAN
i with the hostassignmentdecided,the operatorwishesto
determinethebestlocationof thedesignatedrouterR i , and
the root of the spanningtreeB r i . The key objective is to
minimize the combinedcostsof datatraf�c andbroadcast
traf�c associatedwith the placementdecisions. More for-
mally, theoperatortaskmaybeformulatedas:

8i , Minimize Traf�cCost i , where
Traf�cCost i = DataTraf�cCost i + BroadcastCost i

Here,DataTraf�cCost i representsthe costof datatraf�c

associatedwith VLAN i for a givendesign.In thefuture,it
may be interestingto alsoconstrainthenumberof VLANs
thatmaybeassignedto a givenrouter, or root bridge.

Our formulationassumesthatthetwo tasksareaddressed
sequentiallyto make theproblemmoretractable.In thefu-
ture,it maybeinterestingto exploreformulationsthatjointly
optimizebothdesigntasks.

3.3 Phase1: Grouping Hostsinto VLANs
Therearethreekey componentsin thedesignof a solver for
groupinghostsinto VLANs. Theseinclude(i) a modelof
the costsassociatedwith a given numberof VLANs; (ii)
a model of the costsassociatedwith broadcasttraf�c for
a given VLAN; and(iii) an algorithmto realizethe actual
grouping.We presentthemin therestof thesection.

3.3.1 CostModels

Costsassociatedwith adding VLANs: Our solver focuses
onaparticularcostfunction,wherethemanagerspeci�esan
acceptableboundon the total numberof VLANs. In par-
ticular, if x VLANs areemployed in thedesign,andMAX-
VLANsis themaximumnumberof VLANs acceptablein the
design(aconstraintprovidedby themanager),then:

C(x) = 0, if x � MAX-VLANs
C(x) = 1 , if x > MAX-VLANs

Webelievethis is anaturalcostfunctionthatis easyto ex-
pressto theoperator, andtranslatesto many real-world de-
signscenarios.While ourcurrentmodelmayalsobeviewed
as a feasibility criterion, it may be interestingto consider
otherkindsof costfunctionsin thefuture.
Broadcasttraf�c costs: Severalapplicationsmayresultin
broadcasttraf�c in a network suchasARP, IPX, NetBIOS,
SUNRPC,DHCP, and MS-SQL. We model the broadcast
traf�c costbasedon (i) the rateof broadcasttraf�c gener-
ated; and (ii) the numberof links traversedas part of the
broadcast.The links traversedby the broadcasttraf�c in a
VLAN aresimply the links presentin thespanningtreefor
that VLAN. This may be easily generalizedto a weighted
sumof links, whereweightsareassignedto individual links
to capturethecostof traversingthatlink.

In general,let N i denotethenumberof hostsin VLAN i ,
B i denotetheaveragebroadcasttraf�c (in Kbps)generated
by a hostin VLAN i , andWi denotethenumberof links in
thespanningtreefor VLAN i . Then,wemodelthebroadcast
costfor VLAN i as

B roadcastCosti = N i � B i � Wi (1)

Webelievealineardependenceonthenumberof hostsin the
network is a reasonablemodel. For instance,considerARP
queries,akey componentof broadcasttraf�c. In typicalsce-
narios,mostARPqueriesaresentby hostsin theVLAN for
its designatedrouter, or by thedesignatedrouterfor hostsin
theVLAN, anda linearmodel�ts well. Othermodelsmay
be moreappropriatein certainscenarios.For example,the
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entire IP addressspaceof the VLAN may needto be con-
sideredfor ARP broadcaststormsdueto port scansto non-
existenthostsin theVLAN. As anotherexample,aquadratic
modelis moreappropriateif thereis signi�cant intra-VLAN
ARP traf�c. Thesescenariosarelesstypical,but we believe
it is easyto extendourmodelto considerthem.

Computingthe numberof links Wi in the spanningtree
of the VLAN dependson wherethe routerandroot bridge
arelocated,whicharethemselvesunknowns,andadegreeof
freedomthe managerenjoys. Whenpartitioninghostsinto
VLANs, our solver assumesthe routerandroot bridgeare
placedin a mannerthatwould resultin thesmallestnumber
of links in thespanningtree. Thus,hostgroupingindicates
thefeasibilityof keepingthebroadcastcostssmallsubjectto
appropriaterouterandbridgeplacement.Thesecondphase
of thesolver (x3.4)determinesrouterandbridgeplacement,
with thebroadcasttraf�c costsbeingoneof thecriteria.

3.3.2 Heuristicfor CreatingHostGroupings

Oursolveremploysagreedyheuristicto determinegrouping
of hostsinto VLANs. Initially, eachcategory of hostspro-
vided by the operatoris assumedto constituteoneVLAN.
Thesolverthencomputestheminimumbroadcasttraf�c costs
for eachVLAN. TheVLAN with thelargestbroadcasttraf�c
costis taken,andis split into two VLANs if thetotalnumber
of VLANs in thedesignis no morethanMAX-VLANs. The
processcontinuesiteratively until theconditionis violated.

Whena VLAN i is chosento besplit, then,thegoal is to
split it in a mannerthathostscloseto oneanotherin theun-
derlyingtopologyareplacedin oneVLAN to minimizethe
span.Thesolveremploys thefollowing 2-stepalgorithm:
(i) For eachhostk in VLAN i , H i;k , we computetheshort-
estdistancesfrom H i;k to all N i hostsin VLAN i , including
itself, to form avectorf d(H i;k ; H i;h )jh = 1::N i g of N i val-
ues,whered(H i;k ; H i;h ) denotestheshortestdistance(i.e.,
numberof layer-2 hops)from hostk to hosth in VLAN i .
(ii) Usingthevectorof a hostasits coordinate(or location)
in thetopology, weperformthek-meansalgorithmto cluster
all hostsin VLAN i into two separateVLANs.

3.4 Phase2: Router and Bridge Placement
Oncethesolvergroupshostsinto VLANs, it thendetermines
the recommendedplacementof the designatedrouter R i ,
and the root bridge B r i , for eachVLAN i . In doing so,
the key objective is minimizing thecombinedcostsof data
andbroadcasttraf�c. Thebroadcasttraf�c costwasformu-
lated in Equation1. In the restof the section,we present
a modelfor capturingdatatraf�c communicationcostsand
thendescribetheplacementheuristics.

3.4.1 Data Traf®c CostModel

Thecostof datatraf�c communicationdependson two fac-
tors (i) theamountof datatraf�c exchangedbetweena pair
of hosts;and(ii) thenumberof hops(switchesandrouters)
traversedaspartof thecommunication.In modelingthedata
traf�c, we separatelyconsiderthe inter-VLAN traf�c, and

Figure3: Inter -VLAN traf®c sentby a host in VLAN i .

intra-VLAN traf�c. Thus,

DataTraf�cCost i = InterVLAN i + IntraVLAN i (2)

� Inter-VLAN traf�c: To model the costsassociatedwith
inter-VLAN traf�c involving VLAN i , considerFig. 3. H i

is a hostin VLAN i thathasdesignatedrouterR i . All inter-
VLAN traf�c sent,or receivedby H i musttraversethepath
betweenH i androuterRi . In addition, the portion of the
traf�c exchangedwith a given VLAN j must traversethe
pathbetweenRi andRj , whereRj is thedesignatedrouter
of VLAN j . Considerthefollowing notations:
- d(Vi ; Ri ): thenumberof hopsbetweena hostin VLAN i ,
andtherouterRi , averagedacrossall hostsin VLAN i .
- d(Ri ; Rj ): thenumberof hopsonthepathbetweenrouters
Ri andRj .
- N i : thenumberof hostsin VLAN i .
- Ti : the averageinter-VLAN traf�c associatedwith each
hostof VLAN i . That is, traf�c sent,or received with one
host in VLAN i , andthe otheroutside,averagedacrossall
hostsin the VLAN. This valuecanbe obtainedby �nding
the category to which VLAN i belongsandthensumming
therowsandcolumnsassociatedwith thatcategory in M T .
- f ij : Fractionof VLAN i 's inter-VLAN traf�c that is ex-
changedwith VLAN j .
- f i;I N T : Fractionof VLAN i 's inter-VLAN traf�c that is
exchangedwith theInternet.
- Notethat:

P
j f ij + f i;I N T = 1

Then,theinter-VLAN traf�c communicationcostsInterVLAN i

for VLAN i , whenchoosingR i asits gatewayrouteris:

N i � Ti � [d(Vi ; Ri )+
X

j

f ij � d(Ri ; Rj )+ f i;I N T � d(Ri ; RI N T )]

(3)
Here, RI N T representsthe gateway router to the Internet.
Therefore,the last term modelsthe traf�c exchangedbe-
tweenVLAN i andtheInternet.
� Intra-VLANtraf�c: Whentwo hostsin the sameVLAN
communicate,the numberof hopsbetweenthem depends
on thespanningtreeof thatVLAN, andis boundedby two
times the total numberof hopsbetweeneachhostand the
rootbridgeof thatVLAN. Let d(Vi ; B r i ) denotetheaverage
numberof hopsbetweena host in VLAN i andVLAN i 's
root bridgeB r i . Assumingthatany pair of hostsis equally
likely to communicate,theaveragenumberof hopstraversed
by intra-VLAN traf�c is atmost2d(Vi ; B r i ). Further, let L i

denotetheaverageintra-VLAN Traf�c (in Kbps)associated
with eachhostin VLAN i , thetotal intra-VLAN traf�c com-
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municationcostis givenby:

IntraVLAN i = N i � L i � 2d(Vi ; B r i ) (4)

3.4.2 Heuristicfor RouterandBridgePlacement

In designingheuristicsto addresstheplacementproblem,we
realizethatobtaininganaccurateestimateof M T might be
dif�cult, especiallyfor anetwork thatis yet in operation.We
insteadareguidedby observationsof typical traf�c patterns
in enterprises.Many enterprisestodaydedicateasmallnum-
berof VLANs to houseimportantserver machines,suchas
network �le servers,DNSandDHCPservers.TheseVLANs
arelikely to be extremelypopularin that mosthostsin the
enterprisecommunicatewith theseVLANs. For thevastma-
jority of othernon-serverVLANs, however, mosttraf�c ex-
changedis with the server VLANs, and with the Internet.
We referto thesenon-serverVLANs asclientVLANs.

Oursolverrequiresanoperatorto indicatethesetof server
VLANs in thedesign.For every client VLAN, information
is providedregardingwhatfractionof its traf�c is exchanged
with theInternet,andeachserverVLAN. If this information
is unavailableto operators,it is assumedanequalamountof
traf�c is exchangedwith eachof theserverVLANs.

Considerthetermsin Equations1, 3, and 4. Thecostsas-
sociatedwith broadcastandintra-VLAN traf�c dependen-
tirely on theplacementchoicesof routerandroot bridgeas-
sociatedwith that VLAN alone. The cost associatedwith
inter-VLAN traf�c howeverhascomponentsthatdependon
the placementchoicesof otherVLANs. The extent of this
dependency on remoteVLAN placementis likely higherif
thereis a strongbiasin traf�c to theremoteVLAN.

Thesolverproceedsin two steps:
(i) Placementdecisionsaremadefor all server VLANs. In
doing so, termsdependenton placementdecisionsof other
VLANs arenot considered.
(ii) Theoptimizationisconductedfor all clientVLANs. Given
thatthey primarily communicatewith server VLANs, terms
involving placementdecisionsof server VLANs aloneare
considered,andtermsinvolvingplacementdecisionsof other
client VLANs areneglected.

With thisapproach,solvingeachstepaboverequiresmin-
imizing Traf�cCost i (i.e.,sumof Equations1 and2) for each
VLAN, with theonly unknownsbeingtherouterandbridge
choicesfor that VLAN. A simple iterative algorithm that
triesall possiblechoicesof network elementsasdesignated
routeror root bridgesuf�ces to ensurethebestcombination
can be found. If the placementof router and root bridge
is coupled,this furtherreducesthenumberof combinations
thatmustbeevaluated.

4 SystematicReachability Control
In thissection,wepresentourapproachfor systematicreach-
ability control. We �rst describethenetwork-wideabstrac-
tionsthatwehavedevelopedto capturetheultimaterequire-
mentsof reachabilitycontrol. We then formulatethe task
of ACL placementinto a setof optimizationproblems,each

fashioninga differentdesignstrategy. Finally, we present
heuristicsfor solvingtheoptimizationproblems.

4.1 Network-W ide Abstractions
WeconsidertheReachability Set(RS)betweentwo pointsin
anetwork tobethesubsetof packets(fromtheuniverseof all
IP packets)thatthenetwork maycarrybetweenthosepoints.
TheRSnotationhasbeenshown to providea unifying met-
ric for determiningthejoint effectof packet �lters androut-
ing protocolsonend-to-endreachability[28]. TheRSmetric
providestherequiredbuilding blocktowardsanetwork-wide
abstractionthatcancompletelycapturetheoperatorintentin
regardto reachabilitycontrol. In addition,anetwork'sreach-
ability controlpolicy is saidto beresilientagainstaneventif
thenetwork continuesto upholdthereachabilitypolicy de-
spitetheoccurrenceof theevent.We modelthereachability
requirementand the resiliency requirementof a reachabil-
ity controlpolicy at thegranularityof VLANs (or subnetsin
general)usingthefollowing abstractions:
� ReachabilityMatrix: Consideranetworkwith N VLANs.
Thenetwork'sreachabilitypolicy canbecompletelydescribed
by anN by N reachabilitymatrix, denotedby M R , where
elementM R (i; j ) denotesthemaximumRSthatwill always
reachan intendeddestinationhostin VLAN j if originated
by ahostof VLAN i .
� ManagedEvent Set: Theresiliencerequirementof a net-
work'sreachabilitycontrolpolicy canbecompletelydescribed
by a managedeventset,denotedby Em , with eachelement
in thesetspecifyingatopology-changingeventto which the
network mustrespondwithout causingthereachabilityma-
trix to change.

4.2 Formulation of Operator Tasks
Theprimarytaskof theoperatoris to placeACLs in a man-
nerthatmeetsthecorrectnessandfeasibilitycriteriabelow:
(i) Corr ectnessCriterion: Thenetwork's reachabilityma-
trix is invariantandasspeci�ed in M R underall eventsin
Em .
(ii) Feasibility Criterion: Let c(r ) representthelimit onthe
totalnumberof ACL rulesthatcanbecon�guredonarouter
r , including all its interfacesand in both traf�c directions,
withoutoverloadingr . Let b(r ) bethenumberof ACL rules
thathasbeencon�guredon routerr . Then,8r , b(r ) � c(r ).

In somenetwork topologies,it may be possibleto have
multipleACL placementstrategiesthatmeetthecorrectness
andfeasibility criteria. For instance,considera cell of the
reachabilitymatrix, M R (i; j ). Considerthe simplestcase
whereonly a singlepathof routersexists from VLAN i to
VLAN j . Theoperatormay placeanACL permittingonly
M R (i; j ) atany of theroutersto meetthecriteria.Welever-
agethis potential�e xibility to permit operatorsto express
theirpreferencefor anACL placementdesign.In thispaper,
we considerthefollowing four ACL placementstrategies:
Minimum Rules (MIN) Strategy. The operatorwishesto
minimizethetotalnumberof �lter rulesinstalledonall routers
in thenetwork. More formally:
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Minimize
P

r b(r )

Load Balancing (LB) Strategy: The operatorwishesto
spreadthe ACL processingoverheadacrossthe network in
orderto avoid overburdeningany router. Formally:

Minimize maxr f b(r )g

Thecon�gurationderivedfrom thisstrategy will not impose
a needfor costly supernodes. However, the operatormay
intentionallysetc(r ) to 1 whendesigninga new network
(with no hardwarepurchasedyet) or whenit is feasibleto
upgradeexisting routerhardware.
Capability Based(CB) Strategy: The operatorwishesto
allocatetheACL processingoverheadbasedoneachrouter's
�ltering capability. Formally:

Maximize minr f c(r ) � b(r )g

Using this strategy, the derived con�guration squeezesthe
mostoutof thecapabilityof thecurrenthardware.
Security Centric (SEC) Strategy: Theoperatorwishesto
minimizethesecurityrisk posedby unwantedtraf�c permit-
ted in the network, by placing�lters ascloseto the source
aspossible.For a �lter f , let h(f ) representthehopcount
from therouteronwhich f is installedto thegatewayrouter
of thetraf�c sourcestargetedby f , averagedacrossall traf-
�c sources.Let H betheaverageh(f ), averagedacrossall
�lter rulesinstalledin thenetwork. Ideally, H shouldbe0.
Formally, thegoalof thestrategy is:

Minimize H

4.3 Heuristics for ACL Placement
We�rst presentheuristicsfor processingindividualcells(i.e.,
M R (i; j )) of the reachabilitymatrix. These�ne-grained
heuristicsprovideinsightsonhow thesolversensurethecor-
rectnessof placementand approximatevariousplacement
strategies.We thendiscussplacementstrategiesthatinvolve
processingM R onerow or onecolumnat a time.

4.3.1 ACL PlacementHeuristicsfor M R (i; j )

We assumethat the routing designstageis alreadycom-
pletedsothatasubgraphg(i; j ) of thelayer-3network topol-
ogywhichcontainsVLANs i andj , andsatis�esthefollow-
ing conditionscanbederivedfrom theroutingdesign:
� Thesubgraphis suf�ciently connectedsothatno eventin
Em will disconnectVLAN i from VLAN j . That is, we
assumethattheresilienceis ensuredby theroutingdesign.
� For eachpathfrom VLAN i to VLAN j in thesubgraph,
eitherit is oneof thedefault forwardingpathsfrom VLAN
i to VLAN j or thereexistsanevent in Em underwhich it
will beusedto routetraf�c from VLAN i to VLAN j .

We notethatobtainingg(i; j ) maybenontrivial for some
of theexisting networkswhereroute�lters androuteredis-
tributionsarecon�guredin anad-hocfashion[22]. Herewe
assumethat routing designhasbeenaccomplishedsystem-
atically to ensurethepredictabilityof g(i; j ). We alsonote
that overestimatingg(i; j ), i.e., including more nodesand
edgesthannecessary, doesnot affect the correctnessof the

placementalthoughthe resultingsolution may placemore
�lter rulesthannecessary.

The foremostconcernof reachabilitycontrol is the cor-
rectnessof thesolution.Theheuristicsfor all four optimiza-
tion strategiesusethesameapproachto ensurecorrectness.
They guaranteethat the ACL for eachcell is placedalong
all membersof an (i; j ) edge-cut-set.In other words, all
packetsthatgo from VLAN i to VLAN j will encounteran
instanceof theACL nomatterwhichphysicalpaththey take.

We assumethat the addressspacesof differentVLANs
don't overlapandthatanalgorithmexiststo convertM R (i; j )
into a sequentialset f (i; j ) of ACL rules. If VLAN i and
VLAN j arerespectively assignedaddressblocksof A and
B, eachrule in f (i; j ) lookslike thefollowing.

f permit or deny g a b [more fields]

wherea � A andb � B . In addition,to avoid ambiguity,
f (i; j ) mustendwith

deny A B

Suchrulescanbe suppressedor be revertedto the implicit
deny in a post-processingstep,after the entirereachability
matrix is processed,to compressthenumberof rulesplaced
on eachinterface. Finally, the heuristicsrequire that the
post-processingstepoverridesthe implicit deny by an ex-
plicit “permit any ” at theendof rulesoneachinterface.

Fig.4 presentsthealgorithmfor theLB Strategy. Initially,
routerswith insuf�cient capacityto acceptf (i; j ) areelim-
inated.Theremainingroutersaresortedin ascendingorder
of b(r ). The numberof routerhopsfrom eitherthe source
or destinationVLAN is usedasthetie breaker becauseit is
morelikely to �nd smalledge-cut-setscloserto thenetwork
edgewhich is generallylessconnectedthan the middle of
thetopology. The�rst k routersin thesortedlist areconsid-
eredin setS. Thealgorithmiteratesoverk until aminimum
edge-cut-setbetweenVLAN i andVLAN j can be found
using only edgesconnectinga nodein S. The remaining
stepsof the algorithm(line 8 onwards)identify the appro-
priaterouterinterfaceson which the�lters mustbeapplied.
Thealgorithmcanbeimplementedin polynomialtime with
well known ef�cient polynomialalgorithmsfor �nding the
minimumedge-cut-setin anetwork [13].

Theheuristicsfor theotherstrategiesfollow thesameal-
gorithmwith minor variations.The CB strategy simply in-
volveschangingthesortingcriterionin line 2 from “increas-
ing b(r ) values”to “decreasing(c(r ) � b(r )) values”while
keepingthe sametie breaker. The SEC strategy involves
changingthesortingcriterionto “increasinghopcountfrom
thegatewayrouterof VLAN i ” andchangingthetie breaker
to “decreasing(c(r ) � b(r )) values”.Finally, theMIN strat-
egy involvesreplacinglines2-5by includingall routersin S,
andthen�nding theminimumedge-cut-set.

4.3.2 PlacementbyRowor Column

Ourdiscussionsofarassumesa�ne-grainedstrategy, where
eachcell of the reachabilitymatrix is placedindependently
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Input: (1) Topologyg(i; j ) = (V; E) wherenodesin V may
be VLAN i , VLAN j , or intermediateroutersandsubnets
connectingi andj . Thesetof all routersin V is denotedby
R. (2) SequentialACL rulesetf (i; j ) with n(i; j ) members.
Output: Setof 2-tupleD , whereD[0] is a router interface
andD[1] takesa valueof either0 or 1, representingthedi-
rectionof theACL with respectto traf�c – 0 meansinbound
and1 meansoutbound.

1: Labelall routerswith insuf�cient �lter capacityleft, i.e.,
c(r ) � b(r ) < n(i; j ) asineligible for inclusioninto S.

2: SortR into arraybasedon increasingb(r ) values;
i.e.,b(R[0]) � b(R[1]) � :::; choosingminimum
routerhopcountfrom i or j astie breaker

3: S = ; ;
4: for k = 0 to kRk � 1 do
5: Add R[k] to S;
6: Try �nding thesmallestedge-cut-setbetweeni andj

usingonly edgesconnectinganodein S;
7: if successfulthen
8: f denotetheminimumcut-setby CUTg
9: for eachedgee 2 CUT do

10: if bothendsof e areroutersthen
11: if startingendof e hassmallerb(r ) then
12: Add (startingend,1) to D ;
13: else
14: Add (theotherend,0) to D ;
15: end if
16: elseif startingendof e is a routerthen
17: Add (startingend,1) to D ;
18: elseif endingendof e is a routerthen
19: Add (endingend,0) to D ;
20: end if
21: end for
22: returnD ;
23: end if
24: end for

Figure4: ACL placementsolver for the LB strategy.

of othercells. Anotherdegreeof freedomfor a placement
schemeinvolvesplacinganentirerow orcolumnof thereach-
ability matrix. For instance,securitypoliciessuchasserver
accesscontrolby naturerestricttraf�c to oneVLAN from all
otherVLANs. For suchpolicies,onestrategy is to placethe
entirecolumnof thereachabilitymatrixcorrespondingto the
destinationVLAN. Likewise, securitypolicies like ingress
�ltering or blockingof unauthorizedemailserversby nature
restricttraf�c fromoneVLAN to all otherVLANs. In such
cases,a potentialstrategy is to placethe entire row of the
reachabilitymatrix correspondingto thesourceVLAN.

Placementby row/columnoffersinterestingtrade-offscom-
paredto a �ne-grainedplacementstrategy. Ontheonehand,
a �ne-grained strategy may distribute rules over multiple
routers,and require fewer rules on any given router than
placementby row/column.In fact,in somescenarios,place-
ment by row/column may not be feasibleas the capacity
of the routermay be exceeded.On the otherhand,place-

Figure 5: Hypothetical reachability matrix highlighting the differ -

encebetween®ne-grainedand column-basedplacement.

ment by row/column may offer opportunitiesto compress
thenumberof rulesto beplacedby usingthewildcard“any”
to representany sourceor destination.For instance,Fig. 5
showsthereachabilitymatrixfor ahypotheticalscenariowhere
all hostsin VLANs 1 and2 arepermittedto accessVLAN
100,butall hostsin VLANs 3-99aredeniedaccessto VLAN
100. If cells in theentirecolumnfor VLAN 100areplaced
together, only 3 rulesare required,as the deny rules from
every othersourceVLAN 3 to VLAN 99 canbeeffectively
compressedusing the wildcard “any”. However, if a �ne-
grainedstrategy is used,potentially99 rulesin total arere-
quired,astherulesmaybedistributedacrossmany routers.

Thealgorithmin Fig. 4 canbeeasilyextendedto process
onerow or onecolumnof thereachabilitymatrix at a time.
Thekey changeis thatthetargetedge-cut-setat line 6 needs
to be enlargedto disconnectonesourceVLAN from many
destinationVLANs for row-basedplacement,or one des-
tination VLAN from all sourceVLANs for column-based
placement.Alternatively, the reachabilitymatrix could be
processedusinga hybrid approach,wheresomeentriesare
processedby row/column,andothersareplacedusinga�ne-
grainedapproach.We omit furtherdetailsfor lackof space.

5 Evaluationsand Validation
We evaluateour heuristicson a large-scalecampusnetwork
with tensof thousandsof hosts. The network consistsof
about200routers,1300switches,andhundredsof VLANs.
Four routersform the coreof the network. Typically, each
building hasa routerwith a link to oneof thecorerouters.
This link connectsall hostsin thebuilding to therestof the
network. Ourdataincludescon�guration�les of all switches
androuters,andthephysicaltopologyof thenetwork.
VLAN Usage:While thecampusIT operatorsproviderout-
ing servicesfor theentirecampus,eachlogical groupsuch
as the Schoolof Engineering,the Schoolof Liberal Arts,
andtheLibrarieshasits own administrators.Eachadminis-
trativeunit is givenanIP addressblock andis freeto assign
addresseswithin thatblock to individual hosts.The opera-
tor policy requiresthathostsin differentadministrativeunits
must belongto differentVLANs. VLANs are extensively
usedto meetthis goal, as well as to constrainthe size of
broadcastdomains. Most VLANs spana small sectionof
the campus- about50% of them spanonly one building.
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# HostsperVLAN
(182VLANs)

Current Systematic
Mean 82.9 82.9

StdDev 71.9 57.1

90%ile 193 167
Max 254 195

Table 1: Number of hosts

per VLAN with the current

and the systematicdesigns.

Figure6: Estimatedpeakbroad-

casttraf®c load per link.

However, about10%of theVLANs span5+ buildings,and
the largestVLAN spansover 60 buildings. VLANs with a
largespancorrespondto administrativeunitsthathavehosts
in mostbuildingsoncampus,e.g.,hostsin all classroomsare
administeredtogetherandaregroupedinto a VLAN.
ACL Usage: ProminentACL policiesusedby the campus
network include (i) ingress�ltering to ensurethat packets
have a sourceIP addressfrom the addressspaceof their
originating subnets;(ii) restrictingcommunicationinvolv-
ing dormitoryhosts;(iii) restrictionsinvolving wirelesstraf-
�c; and(iv) restrictingcommunicationwith datacentersthat
housemany key servers. Overall, ACL rulesareplacedin
over 70 routers,with about20%of theroutershaving 300+
rules,whichmayincluderulesfrom multiple ACLs.

5.1 VLAN Design
In this section,we presentresultsevaluatingour systematic
designapproachfor eachof theVLAN designtasks.
Grouping Hosts into VLANs: With help from the opera-
tors,we categorizethehostson a largesegmentof thecam-
pus. Eachcategory correspondsto a differentadministra-
tive unit. In total, thereare119categoriesand15084hosts.
Many categoriesaresmall,andthemediancategoryhasonly
79hosts.However, thelargestcategoryincludes2000+hosts.

WegrouphostsintoVLANs usingoursystematicapproach.
Our algorithmsaresubjectto two constraints.First, a max-
imum of 182VLANs is permitted,asthis is thenumberof
VLANs usedin thecurrentdesign.Second,hostsfrom dif-
ferentcategoriesarerequiredto belongto differentVLANs.

Table1 shows the numberof hostsper VLAN produced
by our approachandcomparestheresultsto thecurrentde-
sign. Theresultsshow theeffectivenessof our approachin
avoiding thecreationof largeVLANs with many hosts.The
maximumnumberof hostsin any VLAN is reducedfrom
254to 195,andthe90%ileis reducedfrom 193to 167.This
is achievedby a moreequitabledistribution of hostsacross
VLANs asindicatedby thelowerstandarddeviation. In ad-
dition,wealsofound(thoughnotshown in thetable)thatour
systematicapproachalsoreducesthespanof largeVLANs
by decreasingthenumberof links in theirspanningtrees.In
particular, the maximumnumberof spanningtree links in
any VLAN is reducedfrom 417to 254.

Wenext studythepotentialbene�t of oursystematicgroup-
ing in reducingbroadcasttraf�c, whichis usuallydominated
by VLANs with a largesizeandspan.To geta realisticesti-

mateof broadcasttraf�c pattern,wemeasuredthebroadcast
traf�c sentby hostsin oneof theVLANs overa24-hourpe-
riod. We observedanaverageandpeakpacket rateof 0.004
pkt/s/sourceand2.12pkt/s/source,respectively. Wethenes-
timatedthe peakbroadcasttraf�c seenper link, assuming
everyhostgeneratesbroadcasttraf�c at thepeakrate.

Fig. 6 shows the medianand maximumestimatedpeak
broadcastpacketratespernetwork link for thecurrentgroup-
ing andour systematicgrouping. Two typesof links, core
links andnon-core links, areshown. Thecorelinks include
linksbetweencorerouters,andlinksconnectingacorerouter
to routersof variousbuildings in campus.All the remain-
ing links are non-corelinks. Overall, thereare about500
corelinks and41000non-corelinks. Our systematicdesign
resultsin similar medianbroadcasttraf�c to thecurrentde-
sign,butsigni�cantly reducesthemaximumbroadcasttraf�c
rateby around1000pkts/secand2000pkts/secfor non-core
links andcore-links,respectively. Thedecreaseof broadcast
traf�c in corelinks comesfrom bothreducingthenumberof
hostsin large VLANs aswell asensuringVLANs spanas
few links aspossible.Thedrop in broadcastpacket rateon
corelinks allows coreroutersto potentiallysave their pro-
cessingpower for moreimportanttasks,e.g.,assuringcriti-
cal traf�c is quickly transportedthroughthebackbone.
Router and Bridge Placement: The operatorsprovided a
setof six server VLANs which housedmany of thepopular
serversthatotherhostswould access.Theseincludeservers
likecampuswebservers,DNSandDHCPservers,andother
importantdataservers. Theoperatorsalsocon�rmed thata
largeportionof traf�c fromtheotherVLANs (clientVLANs)
is eitherexchangedwith theseserver VLANs, or with the
Internet. We thencomputethe optimal placementof their
routersusingour algorithmin x3.4. We assumerouterand
bridgeplacementarecoupled,giventhisis trueof thecurrent
design,andgiventheoperatorpreferencefor sucha choice.
In addition,we assumethat intra-VLAN datatraf�c is neg-
ligible, and1% of inter-VLAN datatraf�c incursbroadcast
traf�c. Amongtheremaining99%of inter-VLAN datatraf-
�c, f % is exchangedwith the Internet,and the rest is ex-
changedevenly with eachserver VLAN. We believe these
modelsarerealisticin many enterprisesettings,andtheop-
eratorscon�rmed thesearereasonabletraf�c models.

Fig. 7 explorestheeffectivenessof our systematicrouter
placementin reducingthenumberof hopstraversedby data
traf�c whenf is varied.Therearetwo barsfor eachchoice
of f , onefor thecurrentplacementandtheotherfor oursys-
tematicplacement.Eachbar representsthe 90%ile of the
averageweightedhopcountfor hostsin aclientVLAN. The
weightedhop count is the averagenumberof hopsfrom a
client hostto thegateway routersof theserver VLANs and
theInternet,weightedby thecorrespondingfractionof data
traf�c exchangedwith them. For all scenarios,theaverage
weightedhop count is decreasedby 1-1.5 hopsusing our
systematicplacement,sinceour systematicapproachtakes
traf�c patternsinto account.Reducingthenumberof hops
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Figure 7: Reduction of hops traversed

by data traf®c using our systematic router

placement,with varying f .

Figure 8: Data traf®c load on core links

using the uniform and the trace traf®c mod-

els,with f =50.
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Figure 9: (a) Scenarioof ACL placement

inconsistent with intent. (b) The corrected

placement.

traversedby data traf�c not only results in lower delays,
but alsoreducesthepossibilityof communicationbeingdis-
ruptedby failures. Further, the datatraf�c carriedby net-
work links couldalsobereduced.

Wenext studythepotentialbene�t of oursystematicplace-
ment in reducingdatatraf�c on network links. To model
thetraf�c behavior of endhosts,we considertwo models:a
uniform modelanda tracemodel. The uniform modelas-
sumesevery hosttransmitsdatauniformly at 10Kbps. The
tracemodelis basedontraf�c tracescollectedatLBNL [25].
The traceswererecordedover a 22-hourperiodin Decem-
ber2004,coveringabout8000internaladdresses.We com-
puteda list of averagedataratesent/receivedby eachinter-
nal address,which rangesfrom 0-8183Kbpswith a meanof
14.6Kbps.We thenrandomlyassigneda ratefrom this list
to eachhostin our campusnetwork andevaluatedthe traf-
�c load on eachlink. Fig. 8 shows themedianand95%ile
traf�c load on the core links usingboth traf�c modelsun-
der the currentandsystematicdesigns. While the median
corelink loadis similar for bothdesignsusingthetwo traf�c
models,our systematicplacementimprovesthe95%ileload
from 20.9Mbpsto 6.4Mbpsandfrom 27Mbpsto 12.1Mbps
for theuniformmodelandthetracemodel,respectively. The
resultsshow thatshorterdatapathsmayinvolve traversalof
fewer corelinks, andthepotentialreductionsin datatraf�c
on thesecorelinks is signi�cant.

5.2 Placementof ACL rules

The campusnetwork we analyzedis well-run, and many
hoursof designtime have beenspenton its ACL rules. Us-
ing our systematicdesignalgorithms,we wereableto auto-
maticallycreateanACL placementthatmostlymatchesthe
currentplacementsin this large-scalenetwork usingonly an
hourof CPUtime. Beyondthegeneraltime savings in cre-
atingplacementsandadaptingthemasthenetwork changes,
we foundtwo interestingexamplesthat illustratetheimpor-
tanceandbene�tsof systematicplacementof ACL rules.
Corr ectnessof Placement: Our analysisdiscoveredan in-
consistency betweenoperatorintent and the currentACL
placement.One operatorpolicy is to prevent accessfrom
unregistereddormitoryusersto any hostotherthana small
numberof well-known registrationservers. Fig. 9(a) illus-

tratesthe relevant segment of the network. Hosts in the
dormitoriesare separatedinto a group of VLANs. These
VLANs sharethesamegateway router. Thegateway router
anda core routerare part of a broadcastsubnet. In order
to regulatethe traf�c, the operatorsappliedan ACL on the
outboundinterfacefrom eachrouterto thebroadcastsubnet.
However, thisdecisionresultsin leakageof undesirabletraf-
�c from unregisteredusersin oneVLAN to otherVLANs
that sharethe samedesignatedrouter. Sincesomerouters
arethe�rst-hop gatewaysfor overtwentyVLANs, undesired
communicationis beingpermittedbetweena large number
hosts. The operatorscon�rmed that systematicdesignhad
identi�ed a previously unknown error in their ACL place-
ment,andthankedusfor pointingit out.

Fig. 9(b) illustratesa correctplacement.It involvesdu-
plicating andmoving the ACL to eachinboundVLAN in-
terface,andcouldresultin signi�cantly morerules.We hy-
pothesizethat the inconsistency aroseastheoperatorstried
to cut thenumberof rulesin anad-hocfashion.Sucherrors
canbeeasilyavoidedby systematicdesignapproaches.
Customizing placementfor operator objectives: To illus-
trate our systematicapproachfor customizingACL place-
ment,we considerthe largestACL in thecampusnetwork.
This ACL consistsof 693rules- in contrast,all otherACLs
in thenetwork havenomorethan60 rules.TheACL policy
permitsaspeci�edlist of hostsacrossvariousclientVLANs
to accessa server VLAN - all otherhostsaredeniedaccess
to theserverVLAN.

In the currentdesign,all rulesareplacedin the last-hop
routerto the destinationserver VLAN. While this is a rea-
sonableplacement,therearealternative strategiesthat may
beof interestto anoperator. For instance,anoperatormay
preferto dropunwantedtraf�c closerto thesource,or may
wish to reducethetotal rulesplacedon therouter.

Table2 illustrateshow our approachcanenableanoper-
ator to �e xibly choosefrom a rangeof placementstrategies
basedon thedesiredcriteriaof interest.Eachcolumncorre-
spondsto a placementscheme,andeachrow correspondsto
themetricusedto rateaplacementscheme.

Theleft half of thetablepresentsresultswith theseschemes
assumingno constraintson thenumberof rulesthatmaybe
placedonany router(c(r )=1 ). Oneof ourstrategies(column-
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Metrics c( r ) = 1 c( r ) � 300
b(r )=# ruleson r By Fine-Grained By Fine-Grained

c( r )=ACL capacityof r Col. MIN LB CB SEC Col. MIN LB CB SECP
r b(r ) 693 1169243411691169 N/A 1369240823891369

max r f b( r )g 693 418 280 1169 418 N/A 280 280 280 280
min r f c( r ) � b( r )g 1 1 1 1 1 N/A 20 20 20 20

H 1.69 0 0.1 2.06 0 N/A 0 0.09 0.08 0

Table 2: Placementof ACL rules basedon various operator objec-

tivesunder two extremeresourceconstraints.

Figure10: Layer-3 topologyshowing systematicdistribution of ACL

rules after applying ®ne-gained,LB placementstrategy.

basedplacement)doesmatchthedesigncurrentlyemployed
in thenetwork. Thisstrategy performsbestin termsof keep-
ing thetotal rulesacrossthenetwork small,for reasonselab-
oratedin x4.3.2. However, otherstrategiesoffer bene�ts in
alternatemetricsof interestto theoperator. For instance,the
�ne-grained SEC strategy pushesall rules to the �rst-hop
router(H =0), ensuringthattraf�c is �ltered asearlyaspos-
sible, while the LB strategy ensuresthe maximumnumber
of rulesin any routeris at most280.

In networksbuilt with low-endrouters,it maynot befea-
sible to placeall rulesin onerouter. To show thepotential
valueof our systematicapproachin suchenvironments,we
limit theprocessingcapabilityof all routersin the network
to befewer than300rules(c(r )� 300).Theright half of Ta-
ble 2 presentstheresultsfrom systematicplacementin this
regime. Unlike column-basedplacement,all �ne-grained
strategiesareable to producea feasibleplacementdespite
the tight constraint.In addition,thevariousstrategiesoffer
bene�ts in metricsthey target. For instance,theMIN strat-
egy ensuresthetotal numberof rulesis small (1369). Inter-
estingly, thestrategy alsoperformswell in theothermetrics.

Fig. 10 depictshow rulesaredistributed in the network
after applying the �ne-grained LB strategy in this setting.
Only routersand relevant VLANs (i.e., the server VLAN,
andclientVLANs with permittedhoststo theserverVLAN)
areshown. Thenumberof rulesvariesperrouter, depending
onthetopologyandthenumberof clientVLANs attachedto
the router. Overall, theLB strategy spreadsthe loadacross
thenetwork,with norouterhaving morethan280rules.This
exhibits thepotentialto systematicallydesigntheplacement
for theentirenetwork with only lower-endhardware.

6 RelatedWork
Many prior efforts on systematicnetwork designfocuson
tasksencounteredin carrier networks, suchascon�guring
BGP policies[6, 20, 8, 18], optimizingOSPFweights,and
redundancy planning[26]. In contrast,we focuson tasksin

enterprisenetworks,whichhasreceivedlimited attention.
A few recentstudies[9, 16, 10, 19, 27, 7] arepartially

motivatedby enterprisenetworks. Most of them consider
clean-slatedesignsby rearchitectingthecontrolplaneitself
to containthecomplexity of network design.In contrast,our
work is relevantto bothexistingenterpriseenvironmentsand
cleanslatedesigns.

Industry-drivenefforts to simplifying enterprisenetwork
con�guration involve template-basedapproaches[1, 3, 4, 5,
12, 15], andabstractlanguagesto specifycon�gurationsin
a vendor-neutral fashion[11, 14, 2]. However, theseap-
proachesmerelymodel the low-level mechanismandcon-
�guration, anddonotabstracthigh-level operatorintent.

A logic-basedapproachto con�gurationgenerationbased
on model-�nding is presentedin [24]. The focusis on the
generationof correct con�gurations, and the systemdoes
notsupportoptimizationto meetdesiredperformanceobjec-
tives.Ourpreviouspapers[17,28] havelookedatbottom-up
analysisof theVLAN designof anoperationalnetwork, and
reachabilitypoliciesof existing networks. In contrast,our
focusin this paperis onsystematicdesignin theseareas.

7 Discussionand Open Issues

In this paper, we have takena �rst steptowardsthesystem-
atic designof enterprisenetworks. Thecontribution of this
work is not only in providing the �rst setof heuristicsfor
automatingarguablytwo of the mostcomplex tasksin en-
terprisenetwork design,but alsoin themethodologythatwe
haveusedto derive theseheuristics.

Our methodologyconsistsof threedistinct steps. First,
wemodeloperationalgoalswith network-wideabstractions:
e.g.,thetraf�c matrix for thetaskof VLAN design,andthe
reachabilitymatrix for thetaskof reachabilitycontrol. Sec-
ond, we formulateeachtaskasa setof optimizationprob-
lems,eachmodelinga differentdesignstrategy, andall sub-
ject to correctnessandfeasibilitycriteriaassociatedwith the
task. Third, we develop heuristicsto solve eachof the op-
timization problems. While our goal is to devise practical
heuristicsthat provide “good” solutionsto theseproblems,
it may be interestingto conductan extensive studyon the
optimalityof ourheuristicsby comparingoursolutionswith
the“optimal” solutions.Weleavethisstudyfor futurework.

We recognizethat this methodologyis not without tech-
nical challengeswhenappliedto a new enterprisenetwork
designtask. The most challengingpart is to �nd suitable
network-wide abstractionsto model the operationalgoals.
While our experiencesuggeststhat it is very bene�cial to
studythecon�gurationsof existingoperationalnetworks[23,
17], whetherthereexistsa generalmethodfor �nding such
abstractionsremainsan open researchquestion. Another
openquestionis how to bestintegratethesolutionsfor dif-
ferentdesigntasksinto a completenetwork design.Thede-
sign spaceof different tasksmay overlap. For example,a
particularchoiceof routingdesignmayimpacthow optimal
asolutionourpacket �lter placementheuristicscanachieve.
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The ultimategoal for this areaof researchis to develop
a systemthat enterprisenetwork mangerscan useto pro-
duce,for a given topologyof routersandswitches,a com-
pletesetof con�guration �les readyto be installedinto all
the devices. While we view our work asan importantstep
towardsthis goal,thereis a semanticgapbetweentheinput
andoutputweconsiderfor theheuristicsandtheactualinfor-
mationnetwork managersdealwith. We envision theneed
for human-friendlylanguages(or GUIs) andassociatedin-
terpretersto specifyandtranslateoperationalgoalsinto the
network-wideabstractionsproposedin thispaper. Whenup-
gradinganexisting network, thebaselinedataincludingthe
traf�c matrix, reachabilitymatrix, etc., canbe obtainedby
measurementsor staticanalysisof existing network con�g-
urations[28]. We also envision the needfor tools similar
to PRESTO [15] to convertsystematicdesignsolutionsinto
device-vendor-speci�c con�guration commands.All these
requirementscreatea fertile groundfor futureresearch.

Onelimitation of this work is thatwe have validatedthe
performanceof ourheuristicsonly ona singlenetwork. Ob-
taining accessto datanot only takessigni�cant effort, and
extensive interactionswith operators,but is sometimesin-
feasiblegiventhesensitive natureof suchdata-sets.Access
to enterprisenetwork datais akey challengefor thecommu-
nity, andin ourparallelongoingefforts,weareinvestigating
thefeasibilityof creatingenterprisedatarepositoriesthatcan
besharedby thecommunity.

8 Conclusions

In this paper, we have shown the viability and importance
of a systematicapproachto two key designtasksin enter-
prisenetworks: VLAN designandreachabilitycontrol.Our
contributions include (i) a systematicformulation of these
critical but poorly understoodenterprisedesigntasks,(ii) a
setof algorithmsto solve theformulatedproblems,and(iii)
a validationof the systematicapproachon a uniquelarge-
scalecampusnetwork dataset.

Our evaluationsshow the promiseof our approach.The
campusnetwork we analyzedis well-run, andmany hours
of designtime have beenspent. Beyond the generaltime
savings in the designprocess,a systematicapproachcan
ensurecorrectness,andleadto signi�cantly betterdesigns.
For example,throughsystematicVLAN design,broadcast
anddatatraf�c on thecorelinks of thecampusnetwork can
bereducedby over 24%and55%,respectively. Systematic
placementof ACLsensuresthedesigncorrectlyconformsto
theoperator'ssecurityobjectives.In contrast,today'sad-hoc
designprocessescanresultin inconsistenciessuchasthose
wepointedin ouranalysis.Finally, ourapproachcanbecus-
tomizedto optimizefor operator-preferreddesignstrategies,
andcanproducedesignstailoredto network parameterssuch
astraf�c patternsandrouterresourceconstraints.

For futurework, we hopeto gainexperiencewith our ap-
proachon a wider rangeof enterprisenetworks, andapply
thesystematicapproachto otherenterprisedesigntasks.
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