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ABSTRACT

Enterprisenetworksareimportant,with sizeandcomplexity
even surpassingarrier networks. Yet, the designof enter
prisenetworksis ad-hocandpoorly understoodin this pa-
per, we shav how a systematidesignapproactcanhandle
two key areasof enterprisedesign: virtual local areanet-
works (VLANS) andreachabilitycontrol. We focusonthese
taskggiventheircompleity, prevalenceandtime-consuming
nature.Our contributionsarethree-fold.First, we shov how
thesedesigntasksmay be formulatedin termsof network-
wide performancesecurity andresiliencerequirementsOur
formulationscapturehecorrectnesandfeasibility constraints
on the design,andthey modeleachtaskasone of optimiz-
ing desiredcriteriasubjectto the constraints The optimiza-
tion criteria may further be customizedto meetoperator
preferreddesignstratgyies. Secondwe develop a setof al-
gorithmsto solve the problemsthat we formulate. Third,
we demonstratehe feasibility and value of our systematic
designapproachthroughvalidationon alarge-scaleeampus
network with hundredf routersandVVLANS.

1 Intr oduction

Recentempirical studiesreveal that the size of someen-
terprise networks and the compleity of their routing de-
signrival or evensurpasshoseof carriernetworks[23, 22].
Far more enterprisenetworks than carrier networks arein
operationtoday andtheir designsare highly customizedo
the need=f individual companiesyniversities government
agenciespr othertypesof organizations However, despite
thecompleity, prevalenceanddiversity, enterprisenetworks
have recevedlittle attentionfrom theresearcltommunity
Managerf enterprisenetworksfaceuniquedesignchal-
lenges. They needto meeta wider rangeof security re-
silience,and performancerequirementghantheir counter
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partsof carriernetworks. Examplesof suchchallengesn-
cludethecon gurationof virtual localareanetworks(VLANS)
to ease¢hemanagemertf differentusergroups[17], thein-
tegration of multiple routing domainsto supportcompaty
meigers[22], andtheinstallationof paclet Iters to perform

ingressltering andto controlaccesso privilegeddatabases[28].

The uniguechallenge®f enterprisenetwork designhave
further exposedthe limitations of the existing ad-hocap-
proachto network designand management.On the one
hand, a managerfaceshigh-level constraintssuch as per
formance easeof manageabilitysecurity andresilienceto
failures. On the otherhand,to realizea network design,a
managemust manually choosefrom a slen of protocols,
low-level mechanismsandoptions.Many of theseprotocols
and mechanisméave profoundinteractions.However, the
current“protocol by protocol” methodof network con gu-
ration doesnot allow the network operatorto seeand con-
trol theseinteractionsn a systematiananner Designfaults
andcon gurationerrorsaccountfor a substantiahumberof
network problems[21], and are exploited by over 65% of
cyberattacksaccordingto recentstatisticg24].

In this paperwe explorethefeasibility of adoptinga sys-
tematicapproacho enterprisenetwork design.Thekey ele-
mentsinclude(i) identifyingthenetwork-wideperformance,
security andresiliencerequirementsf atask;(ii) formulat-
ing therequirementasoneof optimizingdesiredoperator
customizedgriteriasubjecto correctnesandfeasibility con-
straintson the design;and (iii) developingalgorithmsand
heuristicsto solve theformulatedproblems.

We shaw thattwo critical enterprisenetwork designtasks
lend themselesto sucha systematicapproach. Thesein-
clude(i) VLAN design;and(ii) reachabilitycontrolthrough
placemenbf paclet lters. Wemodeltheobjectvesof VLAN
designasachieving low costsassociatedvith broadcasand
datatrafc, givenconstraintsuchasacategorizationof hosts
into distinct logical groupsand a limit on the numberof
VLANSs used.We modeltheobjectivesof paclet Iter place-
mentasoptimizingfor operatofrspeci ed placementriteria
suchasbalancingprocessingeedsacrossouterswhile cor-
rectly realizingdesiredsecuritypolicies,andmeetingfeasi-
bility constraintonthe processingapacitief routers.

We evaluatethe bene ts of a systematidesignapproach
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Figure 1:
through designatedrouters. When H1 talks to H2, R1 actsasa router
in the outgoing dir ection, but asa switch in the return dir ection.

Communication between different VLANs is routed

in the context of algorithmswe developedto solve our for-
mulatedproblems.Ourvalidationsareconductednalarge-
scalecampusetwork datasetnvolving hundredf routers
andVLANSs, andafew thousandswitches.Beyondthegen-
eraltime savingsin realizinga correctandeasily customiz-
abledesignpurresultsshow thatthroughsystematid/LAN
design,broadcastand datatraf ¢ can be reducedby over
24% and 55%, respectiely. Our resultsalso highlight the
importanceof asystemati@pproactio placingpaclet lters
by identifying inconsistenciegn the realizationof operator
securityobjectvesin the campusnetwork dataset.Overall,
theseresultsshov the promiseof a systematicdesignap-
proachin thesekey areasandarea rst but key steptowards
thetop-davn designof enterprisenetworksin general.

2 Framing Enterprise DesignTasks

The natureof the enterprisedesignproblemis little known
outsidethe operationalcommunity For example,thereis
almostno coverageof this topic in college textbooks. Only
throughrepeatednspection®f routercon guration les and
closeinteractionswith network managershave we obtained
abasicunderstandingf whattechnicalchallengest entails.
We obsenethatenterpriselesigncanbedecomposehto
asequencef distinctstage®or tasks. Themajortasksin or-
derof executionare: (1) planphysicaltopologyandwiring,
(i) createVLANs andlayer2 topology (iii) selectandcon-
gure routing protocols,and (iv) control reachabilitywith
paclet Iters or rewalls. This work focuseson tasks(ii)
and(iv) becaus¢hesetaskshave beenidenti ed by network
manageraschallengingandtime-consumingandhavebeen
relatively unexploredby theresearcltcommunity In therest
of this sectionwe give ahighlevel descriptiorof thetechni-
calchallengedacingVLAN designandreachabilitycontrol.

2.1 VLAN Design

Operatorgeducethecomplexity of their con gurationtasks
by thinking aboutusersas collective groupsbasedon the
role of eachuserin the organization(e.g., what resources
they shouldbe ableto access).Today thesegroupingsare
mostcommonlyimplementedoy VLANS, which take a set
of userdn physicallydisparatdocationsandplacetheminto
a single logical subnet,evenif the usersare connectedo
different switches. For instance,an enterprisepolicy may
permitacces®nly for all salespersonnelandit maybede-
sirableto ensuretheseusersreceve IP addressefrom the

samesubnetsothatroutingpoliciesandpaclet Iters canbe
appliedto themasa group. ConsiderFig. 1. S,S1 S3are
switches,andR1 R2 arerouters. Notice that eventhough
hostsH1 andH3 arephysicallyseparatedhey arebothpart
of VLAN 1. Likewise,hostsH2 andH4 belongto VLAN 2.
EachVLAN constitutesa separatdroadcastiomain. To
ensurebroadcastraf ¢ is properly constrainedgvery link
is con gured to permitonly appropriateVLAN trafc. In
Fig. 1,thelink S1-H1is con guredasanaccesdink andfor-
wardsonly VLAN 1 trafc. Thelink S1-Sis con guredas
atrunklink andpermitstrafc for multiple explicitly spec-
ied VLANSs (in this case,VLANs 1 and?2). Typically, a
separatespanningreerootedat a root bridge is constructed
perVLAN. For example,the collectionof bold links forms
thespanningreeof VLAN 1, with Sbeingits rootbridge.
Eachpublicly accessibl&/LAN is assignedvith whatwe
term a designated gatevay) router for that VLAN. When
a hostinside a VLAN communicatesvith a hostoutside,
the designatedouteris the rst (last) routerfor outgoing
(incoming) paclets. In Fig. 1, R1 and R2 arerespectiely
the designatedoutersfor VLAN 1 andVLAN 2. ThelP
level pathbetweenH1 andH2 is: H1 R1:::R2 H2,
with R1:::R2 denotingtherecould be otherroutersin the
path. Thepathof data o w is alsohighlightedin the gure.
In VLAN design,an operatorfacestwo key taskswith
uniquetechnicalchallenges:
(1) Grouping hostsinto VLANs: The operatormustde-
cide the appropriatenumberof VLANSs in the design,and
determinavhich hostsmustbelongto eachVLAN. In doing
so, threefactorsmust be considered. First, security poli-
ciesandmanagemerbjectvesmayin uence thedecision.
For example,in a campusnetwork, the managemay de-
sire to separatdaculty and studentmachinednto different
VLANSs in orderto provide faculty with greateraccessto
senershostingcon dential documents.Second hostsin a
VLAN belongto thesamebroadcastiomain,andit is impor-
tantto keepthe costof broadcastraf c small. The costde-
pendshothon (i) the numberof hostsin the VLAN, and(ii)
the spanof the VLAN, i.e., how spreadout the hostsof the
VLAN arein the underlyingnetwork topology Finally, the
totalnumberof VLANS in thenetwork mustbekeptlimited,
asthe demancdon network hardwaregrows with the number
of VLANSs. Forinstanceaseparatspanningreeistypically
constructec&andmaintainedor every VLAN in thenetwork,
andthis increaseshe memoryandprocessingequirements
of individual switches.
(2) Placementof router and bridge: For eachVLAN with
the hostassignmentlecided,the operatormust determine
thebestlocationsof thedesignatedouter, andtherootbridge
of thespanningree. A key consideratiors the potentialin-
ef ciencies in datacommunicatiorwith VLANS. Consider
Fig. 1. EventhoughH1 andH2 arephysicallyconnectedo
the sameswitch, the pathalongwhich data o wsis substan-
tially longer Having longer pathsnot only leadsto longer
delaysbut alsoincreaseshelik elihoodof failures,andcom-



plicatesperformanceandfailure diagnosis.For example,if
H1 andH2 werein building X, andR2 werein building Y,
communicationcould be disruptedby a power failure in a
building locatedbetweenX andY.

Theinef ciencies of communicatiorbetweerH1 andH2
would bereducedf R1werechoserasthedesignatedouter
of VLAN 2 insteadof R2. An idealplacemenstratgy must
considemoththelocationof all thehostsin the VLAN, and
the traf ¢ patternsof the hosts. For instance f hostsin a
VLAN tendto communicatenorewith certainseners,it is
morecritical to limit the performancenef ciencies associ-
atedwith communicatiorinvolving thoseseners.

The placemenbf root bridge directly impactsthe span-
ning tree constructedor a VLAN. Thisin turn determines
(i) thenetwork links thatseebroadcastraf ¢ of the VLAN,
and(ii) thehopstraversedvhenahostin theVLAN commu-
nicateswith its gatavay router Thus,it isimportantto place
the root-bridgejudiciously to lower broadcastraf ¢ in the
network andreduceinef cienciesin datacommunication.

2.2 Reachability Control

Fromanoperators point of view, aprimaryobjective of net-
work securityis to control paclet level reachability thatis,
what pacletssentby atraf ¢ sourceare permittedto reach
a destination.Commonsecuritypolicies,suchasrestricting
thetypesof externalapplicationsa hostcanaccesslimiting
the scopeof multicasttraf ¢ to speci ¢ subnetsandblock-
ing unauthorizedCMP and SNMP probes,are essentially
aboutpermittingpacletswith particularheadereld combi-
nationsto be exchangedetweerhosts. Currentdesignap-
proachesread-hocanderrorprone,andcurrentbestprac-
ticesfor validatingif a network con guration meetsgiven
reachabilitycontrol objectivesinvolve in-situ testing[28].

Today operatorgealizereachabilitycontrolobjectvesby
relying on two con guration options. The rst is a data
plane solution, which installs accesscontrol lists (ACLS),
alsocommonlyreferredto aspaclet Iters, on routerinter
faces.An ACL is asequentiatollectionof permitanddery
conditions,called ACL rules. A paclet's headerelds are
matchedagainsteachrule successiely. The orderof rules
is critical becausdestingstopswith the r st matc. If no
matchis found, animplicit “deny any” rule is assumed
andthe pacletis rejected.

Thesecondapproacho achievzing reachabilitycontrolob-
jectivesis a control planesolution. In particular by either
depriving someroutersof certainroutes,or creatingblack-
holeroutesin theirforwardingtablesunwantedpacletsmay
be droppedby theroutinglogic. For example,onemay par
tition a network into multiple routing domainsand restrict
the o w of routinginformationbetweerthe domainssothat
notall routershave routesto all destinationsn the network.

Controlling reachabilitythroughthe routing designhasa
muchsmallerCPU overheadecausehe executionof rout-
ing logic, particularly the lookup of the forwarding table,
is mostly performedby specialhardwareandrequireslittle
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Figure 2: Reachability control at data plane and control plane.

router CPUtime. However, the routing orientedsolutionis
not alwaysapplicablebecausef its relatively limited range
of conditionsfor matchingpaclets. Unlike an ACL rule,
which may simultaneouslyrefer to multiple header elds,

the routing logic matchespaclets either entirely basedon
sourceaddres®r entirelyon destinatioraddress.

Fig. 2 shavs anexamplescenariovhereeithercon gura-
tion option canbe usedto meeta securitypolicy. Al, A2,
B1, B2, andC aresubnetsSupposehe securitypolicy does
not permitary hostin A2 andB2 to talk to C, but permits
every hostin A1 andB1 to talk to C. To realizethis policy,
the operatommay con gure an ACL, asshawvn in Fig. 2, in
theinbounddirectionof bothinterfacesof routerX2. Alter-
natively, the operatormay block traf ¢ betweenA2 andC,
andbetweerB2 andC, throughrouting design— onepossi-
ble optionis to install two sourceaddresshasedblackhole
routesfor traf ¢ originatedfrom A2 or B2 atrouterX2.

While routingdesignhasbeenextensiely studied(e.g.,[6,
20,18]), ACL placemenhasrecevedlittle attentionto date.
In this paper we focuson ACL placementWe assumeéhat
routing designis alreadycompleted,and routing domains
aresuccessfullycon gured beforethe operatorgroceedo
determinehe placemenbf ACLs in the network.

The key taskwith ACL placementis that operatorseed
to constructa setof ACLs basedon the securityobjectves
anddeterminesuitablelocationsj.e.,combination®f router
interfaceandtrafc direction,to placethem. In comingup
with an ACL placementthe primary criterion is correct-
nessof the design. The ACL and routing con gurations
mustguaranteahe delivery of all authorizedoacletswhile
preventingall unauthorizedraf c from reachingthe desti-
nation. The solutionshouldalsobe resilientto certainlink
or routerfailure scenarios in particular the alternatepaths
thatmaybetakenwhenfailuresoccurmustalsobecorrectly
con guredto ensurehereachabilityconstraintaremet.

Anotherconsideratioin ACL placements theCPUover
headthatroutersincur from processinACL rulespadet by
padket Thereis alimit onthetotalnumberof ACL rulesthat
aroutercanprocessonsistenthperpacket. Thelimit varies
from modelto model. A low-endroutermay only be able
to processlozensf ACL rulesperpacketwithouta notice-
ablereductionin link utilization. Thereforein somescenar
ios, it may be necessaryo placeACLs throughoutthe net-
work to distributethe computatiorcost. A recentstudy[23]
revealsthat someoperationalnetworks indeedhave mary
ACLs placedat corerouters,in additionto ACLs placedat
accesanddistribution routers.



3 SystematicVLAN Design

In thissectionwepresenburapproacHor systematia/LAN
design.We rst describethe network-wide abstractionshat
we have developedto capturethe mostimportantfactorsof
VLAN design.We thenformulatethe operatordesigntasks
into optimization problemswith generalcost models. Fi-
nally, we present setof heuristicsor solvingthe optimiza-
tion problemswith particularcostmodels.

3.1 Network-W ide Abstractions

We modelthe VLAN designproblemusing the following
abstractions:

Host Category: Thisis amappingP thatassociatesach
hostin the network with the logical category to which it
belongs,such as engineering,sales,payroll, studentclus-
ter, faculty cluster etc. While hostsin the samecateory
neednot belongto the sameVLAN, hostsin two different
catggoriesmustbelongto two different VLANs This is the
correctnessriterionfor VLAN design.

Traf ¢ Matrix: A trafc matrix M 1 which speci esex-
pectedrafc patterndetweerhostdn 2 differentcategories(or
samecategory, or agivencateyory andinternet).We assume
informationis providedabouttheavemgetraf c betweerall
hostpairsin two cateyories. Thatis, M 1 (i; j ) speci esthe
averagedatatraf ¢ (in Kbps)sentby ahostin cateyoryi to
ahostin categyoryj . While a precisetraf c matrix might be
hardto obtain,we discussn x3.4.2how to work with coarse
leveltrafc patternsf accuraténformationis unavailable.

3.2 Formulation of Operator Tasks

Given a completenetwork topology with hosts, switches,
and routers, the goal of the operatoris to put togethera
VLAN designwith the above considerations.To make the
problemmoretractable we modelthe VLAN designprob-
lem asatwo-phaseprocess:

(i) Grouping hostsinto VLANs: The operatormust de-
cidetheappropriatsamumberof VLANSs, denotedoy X, in the
designandwhich hostsmustbelongto eachVLAN. More
formally, the problemmaybe expresseds:

Minimize [C(x) + max; ; «fBroadcastCogg]
subjectto the correctnessriterionde ned by P

Here, C(x) denotesthe costsassociatedvith having x
VLANSs in thedesign.BroadcastCog representshe costof
broadcastraf ¢ associatedvith agivenVLAN i.

(i) Placementof router and bridge: Foreachcreated/LAN
i with the hostassignmentlecided,the operatorwishesto
determinghe bestlocationof the designatedouterR;, and
the root of the spanningtree Br;. The key objectve is to
minimize the combinedcostsof datatrafc andbroadcast
traf c associatedvith the placementdecisions. More for-
mally, the operatortaskmaybeformulatedas:

8i, Minimize Traf cCost;, where
Traf cCost; = DataTraf cCost;+ BroadcastCols

Here,DataTraf cCost; representshe costof datatraf c

associateavith VLAN i for a givendesign.In thefuture, it
may be interestingto also constrainthe numberof VLANS
thatmaybeassignedo a givenrouter, or root bridge.

Ourformulationassumeshatthetwo tasksareaddressed
sequentiallyto make the problemmoretractable.In thefu-
ture,it maybeinterestingo exploreformulationsthatjointly
optimizeboth designtasks.

3.3 Phasel: Grouping Hostsinto VLANS

Therearethreekey componentin thedesignof a solver for
groupinghostsinto VLANs. Theseinclude (i) a modelof
the costsassociatedvith a given numberof VLANSs; (ii)

a model of the costsassociatedvith broadcastrafc for
a given VLAN; and (iii) analgorithmto realizethe actual
grouping.We presenthemin therestof the section.

3.3.1 CostModels

Costsassociatedwvith adding VLANs: Our solver focuses
onaparticularcostfunction,wherethemanagespeci esan

acceptabléboundon the total numberof VLANSs. In par

ticular, if x VLANs areemployedin the design,and MAX-

VLANSsis themaximumnumberof VLANSs acceptablén the
design(a constrainforovidedby the manager)then:

C(x) = 0,if x MAX-VLANs
C(x) = 1 ,if x > MAX-VLANS

We believethisis anaturalcostfunctionthatis easyto ex-
pressto the operator andtranslateso mary real-world de-
signscenariosWhile our currentmodelmayalsobeviewed
as a feasibility criterion, it may be interestingto consider
otherkinds of costfunctionsin thefuture.

Broadcasttraf ¢ costs: Severalapplicationsmay resultin
broadcastrafc in a network suchasARP, IPX, NetBIOS,
SUNRPC,DHCPR, and MS-SQL. We model the broadcast
traf c costbasedon (i) the rate of broadcastrafc gener
ated; and (ii) the numberof links traversedas part of the
broadcast.The links traversedby the broadcastrafc in a
VLAN aresimply the links presentn the spanningreefor
that VLAN. This may be easily generalizedo a weighted
sumof links, whereweightsareassignedo individual links
to capturethe costof traversingthatlink.

In generaljet N; denotethe numberof hostsin VLAN i,
B; denotethe averagebroadcastrafc (in Kbps)generated
by ahostin VLAN i, andW; denotethe numberof links in
thespanningreefor VLAN i. Then,wemodelthebroadcast
costfor VLAN i as

BroadcastCosti = N; B; W, ()

We believealineardependencenthenumberof hostsin the
network is areasonablenodel. For instance considerARP
gueriesakey componenbf broadcastrafc. In typicalsce-
narios,mostARP queriesaresentby hostsin the VLAN for

its designatedouter, or by the designatedouterfor hostsin

theVLAN, andalinearmodel ts well. Othermodelsmay
be moreappropriatén certainscenarios.For example,the



entire IP addressspaceof the VLAN may needto be con-
sideredfor ARP broadcasstormsdueto port scanso non-
existenthostsin theVLAN. As anotherexampleaquadratic
modelis moreappropriatéf thereis signi cantintra-VLAN
ARPtrafc. Thesescenariosrelesstypical, but we believe
it is easyto extendour modelto considerthem.

Computingthe numberof links W; in the spanningtree
of the VLAN dependsn wherethe routerandroot bridge
arelocated whicharethemselesunknovns,anda degreeof
freedomthe managetenjoys. When partitioning hostsinto
VLANS, our solver assumeshe routerandroot bridge are
placedin a mannerthatwould resultin the smallesnumber
of links in the spanningree. Thus,hostgroupingindicates
thefeasibility of keepingthe broadcastostssmallsubjectto
appropriaterouterandbridgeplacement.The secondphase
of thesolver (x3.4) determinesouterandbridgeplacement,
with thebroadcastraf c costsbeingoneof thecriteria.

3.3.2 Heuristicfor CreatingHostGroupings

Oursolveremploysagreedyheuristicto determinegrouping
of hostsinto VLANSs. Initially, eachcateyory of hostspro-
vided by the operatoris assumedo constituteone VLAN.
Thesolverthencomputesheminimumbroadcastraf ¢ costs
for eachVLAN. TheVLAN with thelargestbroadcastraf c
costis taken,andis splitinto two VLANS if thetotalnumber
of VLANSs in thedesignis no morethanMAX-VLANs The
procesgontinuesteratively until the conditionis violated.
WhenaVLAN i is choserto be split, then,the goalis to
splitit in amannetthathostscloseto oneanothetin the un-
derlyingtopologyareplacedin oneVLAN to minimizethe
span.Thesolveremploys thefollowing 2-stepalgorithm:
(i) For eachhostk in VLAN i, Hiy , we computethe short-
estdistancedrom Hi« to all N; hostsin VLAN i, including
itself, to formavectorf d(Hix ; Hin )jh = 1::N;jgof N; val-
ues,whered(Hi ; Hin ) denoteghe shortestdistance(i.e.,
numberof layer2 hops)from hostk to hosth in VLAN .
(ii) Usingthe vectorof a hostasits coordinate(or location)
in thetopology we performthek-meanslgorithmto cluster
all hostsin VLAN i into two separatd/LANSs.

3.4 Phase2: Router and Bridge Placement

Oncethesolvergroupshostsnto VLANS, it thendetermines
the recommendeglacementof the designatedrouter R;,
and the root bridge Br;, for eachVLAN i. In doing so,
the key objective is minimizing the combinedcostsof data
andbroadcastrafc. Thebroadcastrafc costwasformu-
latedin Equationl. In the restof the section,we present
amodelfor capturingdatatraf c communicatiorcostsand
thendescribehe placemenheuristics.

3.4.1 DataTraf®c CostModel

The costof datatraf c communicatiordepend®n two fac-
tors (i) theamountof datatraf c exchangedetweena pair
of hosts;and(ii) the numberof hops(switchesandrouters)
traversedaspartof thecommunicationln modelingthedata
traf c, we separatelyconsiderthe inteVLAN trafc, and

VLAN i
Figure 3: Inter-VLAN traf®c sentby a hostin VLAN i.

intra-VLAN trafc. Thus,
DataTraf cCost; = InterVLAN; + IntraVLAN; (2)

Inter-VLAN trafc: To modelthe costsassociatedvith
inter-VLAN traf ¢ involving VLAN i, considerFig. 3. H;
is ahostin VLAN i thathasdesignatedouterR;. All inter
VLAN trafc sent,or recevedby H; musttraversethe path
betweenH; androuterR;. In addition,the portion of the
traf c exchangedwith a given VLAN j musttraversethe
pathbetweerR; andR;, whereR; is the designatedouter
of VLAN j . Considerthefollowing notations:

- d(Vi; Ri): thenumberof hopsbetweera hostin VLAN i,

andtherouterR;, averagedacrossall hostsin VLAN .

- d(Ri; Rj): thenumberof hopsonthe pathbetweerrouters
R;j ande .

- Nj: thenumberof hostsin VLAN i.

- Ti: the averageinterVLAN trafc associatedvith each
hostof VLAN i. Thatis, trafc sent,or receved with one
hostin VLAN i, andthe otheroutside,averagedacrossall

hostsin the VLAN. This value canbe obtainedby nding

the category to which VLAN i belongsandthensumming
therows andcolumnsassociateavith thatcategoryin M 1.

- f : Fractionof VLAN i'sinter-VLAN trafc thatis ex-

changedvith VLAN j.

- fin nT: Fractionof VLAN i'sinterVLAN trafc thatis
exchangedyith theInternet.

- Notethat: j fij +fiinT =1

Then,theinterVLAN traf c communicatiortostsnterVLAN;
for VLAN i, whenchoosingR; asits gatevay routeris:

X
[d(Vi;Ri)+ 1y
i

Ni T dRi;Rj)+fiy nt d(Ri;RinT)I

3
Here, RN T representshe gatevay routerto the Internet.
Therefore,the last term modelsthe traf ¢ exchangedbe-
tweenVLAN i andthelnternet.

Intra-VLANtraf c: Whentwo hostsin the sameVLAN
communicatethe numberof hopsbetweenthem depends
on the spanningreeof that VLAN, andis boundedby two
times the total numberof hopsbetweeneachhostandthe
rootbridgeof thatVLAN. Letd(V;; Br;) denoteheaverage
numberof hopsbetweena hostin VLAN i andVLAN i's
rootbridgeBr;. Assumingthatany pair of hostsis equally
likely to communicatetheaveragenumberof hopstraversed
by intra-VLAN traf c isatmost2d(V;;Br;). FurtherletL;
denotethe averageintra-VLAN Traf ¢ (in Kbps)associated
with eachhostin VLAN i, thetotalintra-VLAN trafc com-



municationcostis givenby:

IntraVLAN; = N;  L; 2d(Vi:Br;) (4)

3.4.2 Heuristicfor Routerand Bridge Placement

In designingheuristicso addressheplacemenproblemwe
realizethat obtainingan accurateestimateof M + might be
dif cult, especiallyfor anetwork thatis yetin operationWe
insteadareguidedby obsenationsof typicaltrafc patterns
in enterprisesMarny enterprisesodaydedicateasmallnum-
berof VLANSs to houseimportantsener machinessuchas
network le seners,DNSandDHCPseners.These/LANs
arelikely to be extremely popularin that mosthostsin the
enterpriscommunicatavith theseVLANs. Forthevastma-
jority of othernon-sererVVLANS, however, mosttrafc ex-
changeds with the sener VLANSs, andwith the Internet.
We referto thesenon-serer VLANSs asclient VLANS.

Oursolverrequiresanoperatotto indicatethesetof sener
VLANS in thedesign.For every client VLAN, information
is providedregardingwhatfractionof itstraf ¢ is exchanged
with theInternet,andeachsener VLAN. If thisinformation
is unavailableto operatorsit is assume@nequalamountof
traf ¢ is exchangedvith eachof thesener VLANS.

Considetthetermsin Equationsl, 3, and 4. Thecostsas-
sociatedwith broadcastindintra-VLAN trafc dependen-
tirely onthe placementhoicesof routerandroot bridgeas-
sociatedwith that VLAN alone. The costassociatedvith
inter-VLAN trafc howeverhascomponentshatdependon
the placementhoicesof otherVLANs. The extentof this
dependengon remoteVLAN placements likely higherif
thereis a strongbiasin traf ¢ to theremoteVLAN.

Thesolver proceedsn two steps:

(i) Placementecisionsaremadefor all sener VLANS. In
doing so, termsdependenbn placementecisionsof other
VLANSs arenotconsidered.

(ii) Theoptimizationis conductedor all clientVLANSs. Given
thatthey primarily communicatevith sener VLANS, terms
involving placementdecisionsof sener VLANs aloneare
consideredandtermsinvolving placementiecisionof other
client VLANs areneglected.

With this approachsolvingeachstepabove requiresmin-
imizing Traf cCost; (i.e.,sumof Equationsl and2) for each
VLAN, with the only unknovnsbeingtherouterandbridge
choicesfor that VLAN. A simple iterative algorithm that
triesall possiblechoicesof network elementsasdesignated
routeror root bridgesufces to ensureghe bestcombination
can be found. If the placementof router and root bridge
is coupled this furtherreduceghe numberof combinations
thatmustbeevaluated.

4 SystematicReachability Control

In thissectionwe presenburapproacHor systematiceach-
ability control. We rst describethe network-wide abstrac-
tionsthatwe have developedto capturethe ultimaterequire-
mentsof reachabilitycontrol. We thenformulatethe task
of ACL placementnto a setof optimizationproblemsgach

fashioninga differentdesignstrateyy. Finally, we present
heuristicsfor solvingthe optimizationproblems.

4.1 Network-W ide Abstractions

We considetthe Reahability Set(RS)betweertwo pointsin
anetwork to bethesubsebf paclkets(from theuniverseof all
IP paclets)thatthenetwork maycarrybetweerthosepoints.
The RS notationhasbeenshown to provide a unifying met-
ric for determiningthejoint effect of paclet Iters androut-
ing protocolsonend-to-endeachability{28]. TheRSmetric
providestherequiredbuilding blocktowardsanetwork-wide
abstractiorthatcancompletelycapturethe operatoiintentin
regardto reachabilitycontrol. In addition,anetwork'sreach-
ability controlpolicy is saidto beresilientagainstineventif
the network continueso upholdthe reachabilitypolicy de-
spitethe occurrencef the event. We modelthe reachability
requirementand the resilieny requirementof a reachabil-
ity controlpolicy atthegranularityof VLANS (or subnetsn
generalusingthe following abstractions:

Reachability Matrix: Consideanetworkwith N VLANS.
Thenetwork'sreachabilitypolicy canbecompletelydescribed
by anN by N reachabilitymatrix, denotecby M g, where
elemeniM g (i; j ) denoteshemaximumRSthatwill always
reachanintendeddestinatiorhostin VLAN j if originated
by ahostof VLAN i.

Managed Event Set: Theresiliencerequiremenbf a net-
work'sreachabilitycontrolpolicy canbecompletelydescribed
by amanagedventset,denotedoy E 1, , with eachelement
in the setspecifyingatopology-changingventto which the
network mustrespondwithout causingthe reachabilityma-
trix to change.

4.2 Formulation of Operator Tasks

The primarytaskof the operatoris to placeACLsin aman-
nerthatmeetsthe correctnesandfeasibility criteriabelow:
(i) Correctnes<Criterion: Thenetwork's reachabilityma-
trix is invariantandasspeci edin M g underall eventsin
Em.
(ii) Feasibility Criterion: Letc(r) representhelimit onthe
totalnumberof ACL rulesthatcanbecon guredonarouter
r, including all its interfacesandin bothtrafc directions,
without overloadingr. Let b(r) bethenumberof ACL rules
thathasbeencon guredonrouterr. Then,8r, b(r)  ¢(r).
In somenetwork topologies,it may be possibleto have
multiple ACL placemenstrat@iesthatmeetthecorrectness
andfeasibility criteria. For instance considera cell of the
reachabilitymatrix, M g (i; j ). Considerthe simplestcase
whereonly a single pathof routersexists from VLAN i to
VLAN j. Theoperatomrmay placean ACL permittingonly
M r (i; j ) atary of theroutersto meetthecriteria. We lever-
agethis potential e xibility to permit operatorsto express
their preferencdor an ACL placementesign.In this paper
we considerthefollowing four ACL placemenstratayies:
Minimum Rules (MIN) Strategy. The operatorwishesto
minimizethetotalnumberof Iter rulesinstalledonall routers
in the network. More formally:
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Minimize |, b(r)
Load Balancing (LB) Strategy: The operatorwishesto
spreadthe ACL processingoverheadacrossthe network in

orderto avoid overburdeningany router Formally:
Minimize max; fb(r)g

Thecon gurationderivedfrom this stratgyy will notimpose
a needfor costly supernodes. However, the operatormay
intentionallysetc(r) to 1 whendesigninga new network
(with no hardware purchasedset) or whenit is feasibleto
upgradeaxisting routerhardware.

Capability Based(CB) Strategy: The operatorwishesto
allocatethe ACL processingverheadasedneachrouter's
Itering capability Formally:

Maximize min,fc(r) b(r)g

Using this stratey, the derived con guration squeezeshe
mostout of the capabilityof the currenthardware.

Security Centric (SEC) Strategy: The operatorwishesto
minimizethesecurityrisk posedoy unwantedtraf ¢ permit-
tedin the network, by placing lters ascloseto the source
aspossible.For a Iter f, let h(f) representhe hop count
from therouteronwhichf is installedto thegatevay router
of thetrafc sourcesargetedby f , averagedacrossall traf-
¢ sourcesletH betheaverageh(f ), averagedacrossall
Iter rulesinstalledin the network. Ideally, H shouldbeO.
Formally, thegoal of the stratey is:

Minimize H
4.3 Heuristics for ACL Placement

We rst presenheuristicdor processingndividualcells(i.e.,
Mg (i; j)) of the reachabilitymatrix. These ne-grained
heuristicgprovideinsightson how thesolversensurahecor-

rectnessof placementand approximatevarious placement
stratgies. We thendiscusglacemenstratgiesthatinvolve

processindMl g onerow or onecolumnatatime.

4.3.1 ACL PlacemenHeuristicsfor M g (i; j)

We assumethat the routing designstageis alreadycom-
pletedsothatasubgraphy(i; j ) of thelayer3 network topol-
ogywhichcontainsVLANs i andj, andsatis esthefollow-
ing conditionscanbederivedfrom theroutingdesign:

The subgraplis sufciently connectedsothatno eventin
Em will disconnectVLAN i from VLAN j. Thatis, we
assumehattheresiliences ensuredy theroutingdesign.

For eachpathfrom VLAN i to VLAN j in the subgraph,
eitherit is oneof the default forwardingpathsfrom VLAN
i to VLAN j orthereexistsaneventin E,, underwhich it
will beusedto routetrafc from VLAN i to VLAN j.

We notethatobtainingg(i; j ) maybenontrivial for some
of the existing networks whereroute lters androuteredis-
tributionsarecon guredin anad-hocfashion[22]. Herewe
assumehat routing designhasbeenaccomplishedsystem-
atically to ensurethe predictability of g(i; j ). We alsonote
that overestimatingg(i; j ), i.e., including more nodesand
edgesthannecessarydoesnot affect the correctnessf the

placementalthoughthe resulting solution may place more
Iter rulesthannecessary

The foremostconcernof reachabilitycontrol is the cor
rectnes®f thesolution. The heuristicsor all four optimiza-
tion stratgiesusethe sameapproacho ensurecorrectness.
They guaranteghat the ACL for eachcell is placedalong
all membersof an (i; j) edge-cut-set.In otherwords, all
pacletsthatgo from VLAN i to VLAN j will encountean
instanceof the ACL nomatterwhichphysicalpaththey take.

We assumehat the addressspacesof differentVLANs
don't overlapandthatanalgorithmexiststo corvertM g (i; j )
into a sequentiaketf (i; j) of ACL rules. If VLAN i and
VLAN | arerespectiely assignechddresdlocksof A and
B, eachrulein f (i; j ) lookslik e thefollowing.

fpermit or denyg a b [more fields]
wherea A andb B. In addition,to avoid ambiguity
f (i; ] ) mustendwith

deny A B

Suchrulescanbe suppressedr be revertedto the implicit
dery in a post-processingtep,after the entire reachability
matrix is processedp compresshe numberof rulesplaced
on eachinterface. Finally, the heuristicsrequire that the
post-processingtepoverridesthe implicit dery by an ex-
plicit “permit  any” attheendof ruleson eachinterface.

Fig. 4 presentshealgorithmfor theLB Stratay. Initially,
routerswith insufcient capacityto accepf (i; j) areelim-
inated. The remainingroutersaresortedin ascendingrder
of b(r). The numberof routerhopsfrom eitherthe source
or destinationVLAN is usedasthetie brealer becausét is
morelikelyto nd smalledge-cut-setsloserto the network
edgewhich is generallylessconnectedhanthe middle of
thetopology The rst k routersin the sortedlist areconsid-
eredin setS. Thealgorithmiteratesoverk until aminimum
edge-cut-sebetweenVLAN i andVLAN j canbe found
using only edgesconnectinga nodein S. The remaining
stepsof the algorithm (line 8 onwards)identify the appro-
priaterouterinterfaceson which the lters mustbeapplied.
Thealgorithmcanbeimplementedn polynomialtime with
well known ef cient polynomialalgorithmsfor nding the
minimumedge-cut-seih anetwork [13].

The heuristicsfor the otherstratgiesfollow the sameal-
gorithmwith minor variations. The CB strategyy simply in-
volveschanginghesortingcriterionin line 2 from “increas-
ing b(r) values”to “decreasingc(r) b(r)) values"while
keepingthe sametie brealer. The SEC stratgy involves
changinghesortingcriterionto “increasinghop countfrom
thegatevay routerof VLAN i” andchangingthetie brealer
to“decreasindc(r) b(r)) values”.Finally, theMIN strat-
egy involvesreplacingines2-5by includingall routersin S,
andthen nding theminimumedge-cut-set.

4.3.2 Placemenby Rowor Column

Ourdiscussiorsofarassumesa ne-grainedstratgy, where
eachcell of the reachabilitymatrix is placedindependently



Input: (1) Topologyg(i; j) = (V; E) wherenodesn V may

be VLAN i, VLAN j, or intermediateroutersand subnets
connecting andj . Thesetof all routersin V is denotecby

R. (2) SequentiahCL rulesetf (i; j ) with n(i; j ) members.
Output: Setof 2-tupleD, whereD[0] is a routerinterface
andD [1] takesa valueof either0 or 1, representinghe di-

rectionof the ACL with respecto trafc —0 meansnbound
and1 meansoutbound.

1: Labelall routerswith insufcient Iter capacityleft, i.e.,
c(r) b(r) < n(i; j) asineligible for inclusioninto S.

2: SortR into arraybasednincreasingy(r) values;
i.e,,b(R[O]) B(R[1]) ::; choosingminimum
routerhopcountfromi orj astie brealer

3 S=3;

4: fork = OtokRk 1do

5. AddR[k]toS;

6: Try nding thesmallestdge-cut-sebbetweeri andj

usingonly edgesconnectinganodein S;

7:  if successfuthen
8: f denotetheminimumcut-setby CUT g
9: for eachedgee 2 CUT do
10: if bothendsof e areroutersthen
11 if startingendof e hassmallerh(r) then
12: Add (startingend,1)to D;
13: else
14: Add (theotherend,0)to D;
15: endif
16: elseif startingendof e is arouterthen
17: Add (startingend,1) to D;
18: elseif endingendof e is arouterthen
19: Add (endingend,0)to D;
20: endif
21 end for
22: returnD;
23:  endif
24: endfor

Figure4: ACL placementsolver for the LB strategy.

of othercells. Anotherdegreeof freedomfor a placement
schemenvolvesplacinganentirerow or columnof thereach-
ability matrix. For instance securitypoliciessuchassener
accesgontrolby naturerestricttraf ¢ tooneVLAN fromall
otherVLANS. For suchpolicies,onestratgy is to placethe
entirecolumnof thereachabilitymatrix correspondingo the
destinationVLAN. Likewise, securitypolicieslike ingress
Itering or blockingof unauthorize@mailsenersby nature
restricttraf c fromoneVLAN to all otherVLANSs. In such
casesa potentialstratay is to placethe entire row of the
reachabilitymatrix correspondingo the sourceVLAN.
Placemenby row/columnoffersinterestingrade-ofs com-
paredto a ne-grainedplacemenstrat@y. Ontheonehand,
a ne-grained stratggy may distribute rules over multiple
routers,and require fewer rules on ary given router than
placemenby row/column.In fact,in somescenariosplace-
ment by row/column may not be feasibleas the capacity
of the router may be exceeded. On the otherhand, place-

Column-based placement (3 rules)
Permit VLAN1l VLAN1O0O
Permit VLAN2 VLAN1O0O
deny any V}.ANlOO
VLAN1 2 ...... 100 — Fine-grained placement (99 rules)
1 / - permit VLAN1l VLAN10O
2 permit VLAN2 VLAN100
3 — deny VLAN3 VLAN100

""" - deny VLANi VLAN1OO

99 ......
100 \ /

Figure 5: Hypothetical reachability matrix highlighting the differ-
encebetween®ne-grainedand column-basedplacement.

ment by row/column may offer opportunitiesto compress
thenumberof rulesto be placedby usingthewildcard“any”
to representry sourceor destination.For instance Fig. 5
shavsthereachabilitymatrixfor ahypotheticabcenariavhere
all hostsin VLANs 1 and?2 arepermittedto access/LAN
100,butall hostsin VLANs 3-99aredeniedacces$o VLAN
100. If cellsin the entirecolumnfor VLAN 100areplaced
togethey only 3 rulesarerequired,asthe dery rulesfrom
every othersourceVLAN 3to VLAN 99 canbe effectively
compressedising the wildcard “any”. However, if a ne-
grainedstrategy is used,potentially99 rulesin total arere-
quired,astherulesmaybedistributedacrossmary routers.
Thealgorithmin Fig. 4 canbe easilyextendedto process
onerow or onecolumnof thereachabilitymatrix ata time.
Thekey changds thatthetargetedge-cut-sedtline 6 needs
to be enlagedto disconnecbnesourceVLAN from mary
destinationVLANs for row-basedplacement,or one des-
tination VLAN from all sourceVLANs for column-based
placement. Alternatively, the reachabilitymatrix could be
processedisinga hybrid approachwheresomeentriesare
processedly row/column,andothersareplacedusinga ne-
grainedapproachWe omit further detailsfor lack of space.

deny VLAN99 VLAN1O0O

5 Evaluations and Validation

We evaluateour heuristicson a large-scalecampusetwork
with tensof thousandf hosts. The network consistsof
about200routers,1300switches,andhundredf VLANS.
Four routersform the core of the network. Typically, each
building hasa routerwith a link to oneof the corerouters.
This link connectsll hostsin the building to therestof the
network. Ourdataincludescon guration les of all switches
androuters,andthe physicaltopologyof the network.
VLAN Usage:While thecampudT operatorgproviderout-
ing servicesfor the entire campusgachlogical groupsuch
asthe Schoolof Engineering,the Schoolof Liberal Arts,
andthe Librarieshasits own administratorsEachadminis-
trative unit is givenanIP addres$lock andis freeto assign
addressewithin thatblock to individual hosts. The opera-
tor policy requireghathostsin differentadministratve units
must belongto different VLANs. VLANSs are extensvely
usedto meetthis goal, aswell asto constrainthe size of
broadcastilomains. Most VLANs spana small sectionof
the campus- about50% of them spanonly one building.
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Table 1: Number of hosts
per VLAN with the current
and the systematicdesigns.

However, about10% of the VLANSs span5+ buildings, and
the largestVLAN spansover 60 buildings. VLANs with a
large spancorrespondo administratve unitsthathave hosts
in mostbuildingsoncampuse.g.,hostsin all classroomsire
administeredogetherandaregroupednto a VLAN.

ACL Usage: ProminentACL policiesusedby the campus
network include (i) ingress Itering to ensurethat paclets
have a sourcelP addressfrom the addressspaceof their
originating subnets;(ii) restrictingcommunicationinvolv-

ing dormitoryhosts;(iii) restrictionsnvolving wirelesstraf-

¢; and(iv) restrictingcommunicatiorwith datacenterghat
housemary key seners. Overall, ACL rulesare placedin

over 70 routers,with about20% of theroutershaving 300+
rules,which mayincluderulesfrom multiple ACLs.

5.1 VLAN Design

In this section,we presentresultsevaluatingour systematic
designapproacHor eachof the VLAN designtasks.
Grouping Hostsinto VLANs: With help from the opera-
tors, we categyorizethe hostson a large segmentof the cam-
pus. Eachcateyory correspondgo a differentadministra-
tive unit. In total, thereare119 categyoriesand 15084hosts.
Many categoriesaresmall,andthemediancateyory hasonly
79hosts.However, thelargestcateyoryincludes2000+hosts.

core links non-core links

Figure 6: Estimated peak broad-
casttraf®c load per link.

We grouphostsinto VLANS usingour systemati@pproach.

Our algorithmsaresubjectto two constraints First, a max-
imum of 182 VLANS is permitted,asthis is the numberof
VLANSs usedin the currentdesign. Second hostsfrom dif-
ferentcategoriesarerequiredto belongto differentVLANS.

Table 1 shaws the numberof hostsper VLAN produced
by our approachandcompareghe resultsto the currentde-
sign. The resultsshaw the effectivenessf our approachn
avoiding the creationof large VLANs with mary hosts.The
maximumnumberof hostsin ary VLAN is reducedfrom
254t0 195,andthe 90%ileis reducedrom 193to 167. This
is achieved by a moreequitabledistribution of hostsacross
VLANSs asindicatedby thelower standarddeviation. In ad-
dition, we alsofound(thoughnotshawnin thetable)thatour
systematicapproachalsoreducegshe spanof large VLANS
by decreasinghe numberof links in their spanningrees.In
particular the maximumnumberof spanningtree links in
ary VLAN is reducedrom 417to 254.

We next studythepotentialbene t of oursystematigroup-
ing in reducingbroadcastraf c, whichis usuallydominated
by VLANSs with alargesizeandspan.To getarealisticesti-

mateof broadcastrafc patternwe measuredhebroadcast
traf c sentby hostsin oneof the VLANS overa24-hourpe-
riod. We obsenedanaverageandpeakpacket rateof 0.004
pkt/s/sourcend2.12pkt/s/sourcerespectiely. We thenes-
timatedthe peakbroadcastrafc seenper link, assuming
every hostgeneratebroadcastraf c atthe peakrate.

Fig. 6 shavs the medianand maximumestimatedpeak
broadcaspacletratespernetworklink for thecurrentgroup-
ing and our systematiggrouping. Two typesof links, core
links andnon-coe links, areshavn. The corelinks include
links betweercorerouters andlinks connectingacorerouter
to routersof varioushbuildingsin campus. All the remain-
ing links are non-corelinks. Overall, thereare about500
corelinks and41000non-corelinks. Our systematiadesign
resultsin similar medianbroadcastraf ¢ to the currentde-
sign,but signi cantly reduceshemaximumbroadcastraf ¢
rateby around1000pkts/se@nd2000pkts/sedor non-core
links andcore-links respectrely. Thedecreasef broadcast
traf ¢ in corelinks comesrom bothreducingthe numberof
hostsin large VLANs aswell asensuringVLANs spanas
few links aspossible.Thedropin broadcaspaclet rateon
corelinks allows coreroutersto potentially save their pro-
cessingoower for moreimportanttasks,e.g.,assuringeriti-
caltraf ¢ is quickly transportedhroughthe backbone.

Router and Bridge Placement: The operatorgrovided a

setof six sener VLANs which housedmary of the popular
senersthatotherhostswould accessTheseincludeseners

like campusvebseners,DNS andDHCP seners,andother
importantdataseners. The operatorsalsocon rmed thata

largeportionof traf ¢ fromtheotherVLANSs (clientVLANS)

is either exchangedwith thesesener VLANS, or with the

Internet. We then computethe optimal placementf their

routersusingour algorithmin x3.4. We assumeaouterand

bridgeplacemenarecoupledgiventhisis trueof thecurrent
design,andgiventhe operatompreferencdor suchachoice.
In addition,we assumdhatintra-VLAN datatrafc is neg-

ligible, and1% of inte~VLAN datatraf c incursbroadcast
traf c. Amongtheremaining99%of inter-VLAN datatraf-

¢, f % is exchangedwith the Internet,andthe restis ex-

changedevenly with eachsener VLAN. We believe these
modelsarerealisticin mary enterprisesettings,andthe op-

eratorscon rmed thesearereasonabléraf c models.

Fig. 7 exploresthe effectivenessof our systematiaouter
placementn reducingthe numberof hopstraversedby data
traf c whenf is varied. Therearetwo barsfor eachchoice
of f , onefor thecurrentplacemenandtheotherfor our sys-
tematic placement. Eachbar representshe 90%ile of the
averageweightedhopcountfor hostsin aclientVLAN. The
weightedhop countis the averagenumberof hopsfrom a
client hostto the gatavay routersof the sener VLANs and
the Internet,weightedby the correspondindraction of data
traf c exchangedwith them. For all scenariosthe average
weightedhop countis decreasedy 1-1.5 hopsusing our
systematigplacementsinceour systematicapproachtakes
traf c patternsinto account. Reducingthe numberof hops
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Figure 7: Reduction of hops traversed
by data traf®c using our systematicrouter
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100% R
uniform

els,with f =50.

traversedby datatrafc not only resultsin lower delays,
but alsoreduceghe possibility of communicatiorbeingdis-
ruptedby failures. Further the datatraf c carriedby net-
work links couldalsobereduced.

We next studythepotentialbene t of oursystematiplace-
mentin reducingdatatrafc on network links. To model
thetrafc behaior of endhostswe considertwo models:a
uniform modelanda tracemodel. The uniform modelas-
sumesevery hosttransmitsdatauniformly at 10Kbps. The
tracemodelis basedntraf ¢ tracescollectedatLBNL [25].
The traceswererecordedover a 22-hourperiodin Decem-
ber2004,coveringabout8000internaladdresseswWe com-
puteda list of averagedataratesent/recaied by eachinter
nal addresswhich rangesrom 0-8183Kbpswith a meanof
14.6Kbps. We thenrandomlyassigneda rate from this list
to eachhostin our campusnetwork and evaluatedthe traf-
¢ loadon eachlink. Fig. 8 shovs the medianand95%ile
traf c load on the corelinks usingboth traf c modelsun-
der the currentand systematiadesigns. While the median
corelink loadis similarfor bothdesignausingthetwo traf ¢
models,our systematiplacementmprovesthe 95%ileload
from 20.9Mbpsto 6.4Mbpsandfrom 27Mbpsto 12.1Mbps
for theuniformmodelandthetracemodel,respectiely. The
resultsshav thatshorterdatapathsmayinvolve traversalof
fewer corelinks, andthe potentialreductionsn datatraf c
onthesecorelinks is signi cant.

5.2 Placementof ACL rules

The campusnetwork we analyzedis well-run, and mary
hoursof designtime have beenspenton its ACL rules. Us-
ing our systematialesignalgorithms we wereableto auto-
matically createan ACL placementhatmostly matcheghe
currentplacementén this large-scalenetwork usingonly an
hour of CPUtime. Beyondthe generaltime savingsin cre-
atingplacementandadaptinghemasthenetwork changes,
we foundtwo interestingexamplesthatillustratethe impor-
tanceandbene tsof systematigplacemenbf ACL rules.
Corr ectnessof Placement: Our analysisdiscoveredanin-
consisteng betweenoperatorintent and the current ACL
placement. One operatorpolicy is to prevent accessfrom
unregistereddormitory usersto ary hostotherthana small
numberof well-known registrationseners. Fig. 9(a) illus-

1
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Figure 8: Data traf®@c load on core links
using the uniform and the trace traf®c mod-
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Figure 9: (a) Scenarioof ACL placement
inconsistentwith intent. (b) The corrected
placement.
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tratesthe relevant sgmentof the network. Hostsin the
dormitoriesare separatednto a group of VLANs. These
VLANSs sharethe samegatevay router The gatavay router
and a corerouterare part of a broadcassubnet. In order
to regulatethetraf c, the operatorsappliedan ACL onthe
outboundnterfacefrom eachrouterto thebroadcassubnet.
However, thisdecisionresultsin leakageof undesirablédraf-
¢ from unregisteredusersin one VLAN to otherVLANSs
that sharethe samedesignatedouter Sincesomerouters
arethe rst-hop gatevaysfor overtwentyVLANSs, undesired
communications being permittedbetweena large number
hosts. The operatorscon rmed that systematiadesignhad
identi ed a previously unknownn error in their ACL place-
ment,andthankedusfor pointingit out.

Fig. 9(b) illustratesa correctplacement.lIt involvesdu-
plicating and moving the ACL to eachinboundVLAN in-
terface,andcouldresultin signi cantly morerules. We hy-
pothesizehatthe inconsisteng aroseasthe operatorgried
to cutthe numberof rulesin anad-hocfashion.Sucherrors
canbeeasilyavoidedby systematidesignapproaches.
Customizing placementfor operator objectives: Toillus-
trate our systematicapproachfor customizingACL place-
ment,we considerthe largestACL in the campusnetwork.
This ACL consistof 693rules- in contrastall otherACLs
in the network have no morethan60 rules. The ACL policy
permitsaspeci edlist of hostsacrossvariousclient VLANs
to accesa sener VLAN - all otherhostsaredeniedaccess
tothesenerVLAN.

In the currentdesign,all rulesare placedin the last-hop
routerto the destinationsener VLAN. While this is a rea-
sonableplacementthereare alternatve stratgiesthat may
be of interestto an operator For instance an operatormay
preferto drop unwantedtraf c closerto the source,or may
wish to reducethetotal rulesplacedon therouter

Table?2 illustrateshow our approactcanenablean oper
atorto e xibly chooserom arangeof placemenstratgies
basedn the desiredcriteriaof interest.Eachcolumncorre-
spondgo a placemenschemeandeachrow correspondo
themetricusedto ratea placemenscheme.

Theleft half of thetablepresentsesultswith theseschemes
assumingno constraintson the numberof rulesthatmay be
placedonary router(c(r)=1 ). Oneof ourstratgies(column-



Metrics
b(r)=#rulesonr
c(r)=ACL capacityof r

c(r)y=1
Fine-Grained
MINT LB | CB [SEC|
. b(r) 693|1169243411691169
max, b(r)g 693| 418 280(1169 418
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c(r) 300
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N/A| 20| 20 | 20 | 20
N/A| 0 [0.09/0.08] O

By
Col.
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Col.
N/A

Table 2: Placementof ACL rules basedon various operator objec-
tivesunder two extremeresouice constraints.

O server VLAN

& client VLAN

O router(no rule)

O router(1~5 rules)

© router(6~100 rules)
@ router(101~200 rules)
@ router(201~300 rules)

Figur €10: Layer-3 topology shaving systematicdistrib ution of ACL
rules after applying ®ne-gained,LB placementstrategy.

basedplacementfoesmatchthe designcurrentlyemployed
in thenetwork. This strategy performsbestin termsof keep-
ing thetotal rulesacrosghe network small,for reason®lab-
oratedin x4.3.2. However, otherstratgiesoffer bene tsin

alternatemetricsof interestto theoperator For instancethe
ne-grained SEC strateyy pushesall rulesto the rst-hop

router(H =0), ensuringthattraf c is Itered asearlyaspos-
sible, while the LB stratgy ensureghe maximumnumber
of rulesin ary routeris at most280.

In networks built with low-endrouters,it maynot befea-
sibleto placeall rulesin onerouter To show the potential
value of our systemati@approachin suchervironmentswe
limit the processingcapabilityof all routersin the network
to befewerthan300rules(c(r) 300). Theright half of Ta-
ble 2 presentghe resultsfrom systematigplacementin this
regime. Unlike column-basedglacementall ne-grained
stratgjies are able to producea feasibleplacementespite
the tight constraint.In addition,the variousstratayies offer
bene tsin metricsthey tamget. For instancethe MIN strat-
egy ensureghetotal numberof rulesis small (1369). Inter-
estingly the strateyy alsoperformswell in theothermetrics.

Fig. 10 depictshow rulesare distributedin the network
after applyingthe ne-grained LB stratayy in this setting.
Only routersandrelevant VLANS (i.e., the sener VLAN,
andclientVLANs with permittedhoststo thesener VLAN)
areshovn. Thenumberof rulesvariesperrouter, depending
onthetopologyandthenumberof client VLANSs attachedo
therouter Overall, the LB strat@yy spreadghe load across
thenetwork, with norouterhaving morethan280rules. This
exhibits the potentialto systematicallydesignthe placement
for theentirenetwork with only lower-endhardware.

6 RelatedWork

Many prior efforts on systematicnetwork designfocuson
tasksencounteredn carrier networks, suchas con guring
BGP policies[6, 20, 8, 18], optimizing OSPFweights,and
redundang planning[26]. In contrastwe focuson tasksin
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enterprisenetworks,which hasrecevedlimited attention.

A few recentstudies[9, 16, 10, 19, 27, 7] are partially
motivatedby enterprisenetworks. Most of them consider
clean-slatelesignsby rearchitectinghe control planeitself
to containthecomplexity of network design.In contrastour
work is relevantto bothexistingenterpriservironmentsand
cleanslatedesigns.

Industry-drven efforts to simplifying enterprisenetwork
con gurationinvolve template-basedpproacheél, 3, 4, 5,
12, 15], andabstractanguageso specifycon gurationsin
a vendorneutralfashion[11, 14, 2]. However, theseap-
proachegnerely modelthe low-level mechanismand con-

guration, anddo not abstrachigh-level operatorintent.

A logic-basedpproactto con gurationgeneratiorbased
on model- nding is presentedn [24]. Thefocusis on the
generationof correctcon gurations, and the systemdoes
notsupportoptimizationto meetdesirecberformancebjec-
tives.Ourpreviouspaperg17, 28] havelookedatbottom-up
analysisof theVLAN designof anoperationahetwork, and
reachabilitypolicies of existing networks. In contrast,our
focusin this paperis on systematialesignin theseareas.

7 Discussionand Openlssues

In this paperwe have takena rst steptowardsthe system-
atic designof enterprisenetworks. The contribution of this
work is not only in providing the rst setof heuristicsfor
automatingarguablytwo of the mostcomplex tasksin en-
terprisenetwork design but alsoin themethodologythatwe
have usedto derive theseheuristics.

Our methodologyconsistsof threedistinct steps. First,
we modeloperationafoalswith network-wideabstractions:
e.g.,thetrafc matrix for thetaskof VLAN design,andthe
reachabilitymatrix for the taskof reachabilitycontrol. Sec-
ond, we formulateeachtaskasa setof optimizationprob-
lems,eachmodelinga differentdesignstrateyy, andall sub-
jectto correctnesandfeasibility criteriaassociatedavith the
task. Third, we develop heuristicsto solve eachof the op-
timization problems. While our goal is to devise practical
heuristicsthat provide “good” solutionsto theseproblems,
it may be interestingto conductan extensve study on the
optimality of our heuristicshy comparingour solutionswith
the“optimal” solutions.We leave this studyfor futurework.

We recognizethat this methodologyis not without tech-
nical challengesvhenappliedto a new enterprisenetwork
designtask. The mostchallengingpartis to nd suitable
network-wide abstractiondo modelthe operationalgoals.
While our experiencesuggestghatit is very bene cial to
studythecon gurationsof existingoperationahetworks[23,
17], whetherthereexists a generalmethodfor nding such
abstractiongemainsan openresearchquestion. Another
openquestionis how to bestintegratethe solutionsfor dif-
ferentdesigntasksinto a completenetwork design.Thede-
sign spaceof differenttasksmay overlap. For example,a
particularchoiceof routingdesignmayimpacthow optimal
asolutionour paclet Iter placemenheuristicscanachieve.



The ultimate goal for this areaof researchs to develop
a systemthat enterprisenetwork mangerscan useto pro-
duce,for a giventopology of routersand switches,a com-
plete setof con guration les readyto beinstalledinto all
the devices. While we view our work asan importantstep
towardsthis goal, thereis a semantiggapbetweerntheinput
andoutputwe consideifor theheuristicsaandtheactualinfor-
mationnetwork managerslealwith. We ervision the need
for human-friendlylanguagegor GUIs) and associatedn-
terpretergo specifyandtranslateoperationalyoalsinto the
network-wideabstractionproposedn this paper Whenup-
gradingan existing network, the baselinedataincludingthe
traf ¢ matrix, reachabilitymatrix, etc., canbe obtainedby
measurementsr staticanalysisof existing network con g-
urations[28]. We also ervision the needfor tools similar
to PRES™O [15] to corvert systematiadesignsolutionsinto
device-vendorspeci ¢ con guration commands.All these
requirementgreatea fertile groundfor futureresearch.

Onelimitation of this work is thatwe have validatedthe
performancef our heuristicsonly on asinglenetwork. Ob-
taining accesgo datanot only takes signi cant effort, and
extensve interactionswith operatorsbut is sometimesn-
feasiblegiventhe sensitve natureof suchdata-setsAccess
to enterprisenetwork datais a key challengdor thecommu-
nity, andin our parallelongoingefforts, we areinvestigating
thefeasibility of creatingenterpriselatarepositorieshatcan
be sharedoy the community

8 Conclusions

In this paper we have shavn the viability andimportance
of a systematicapproachto two key designtasksin enter
prisenetworks: VLAN designandreachabilitycontrol. Our
contribtutionsinclude (i) a systematicformulation of these
critical but poorly understoodenterprisedesigntasks,(ii) a
setof algorithmsto solve the formulatedproblems and(iii)
a validation of the systematicapproachon a uniquelarge-
scalecampumetwork dataset.

Our evaluationsshav the promiseof our approach.The
campusnetwork we analyzeds well-run, and mary hours
of designtime have beenspent. Beyond the generaltime
sasings in the designprocess,a systematicapproachcan
ensurecorrectnessandleadto signi cantly betterdesigns.
For example,throughsystematic/LAN design,broadcast
anddatatrafc onthe corelinks of the campusetwork can
bereducedby over 24% and55%, respectiely. Systematic
placemenbf ACLs ensureshedesigncorrectlyconformsto
theoperatorssecurityobjectives.In contrastfoday'sad-hoc
designprocessesanresultin inconsistenciesuchasthose
we pointedin our analysis.Finally, ourapproacktanbecus-
tomizedto optimizefor operatorpreferreddesignstrateyies,
andcanproducedesigngailoredto network parametersuch
astrafc patternsandrouterresourceconstraints.

For future work, we hopeto gainexperiencewith our ap-
proachon a wider rangeof enterprisenetworks, andapply
the systemati@approacho otherenterprisaedesigntasks.
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