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PEOPLE, NOT FIREWALLS,ARE YOUR
COMPANY’S FIRST LINE OF DEFENSE

here’s nothing that gets people’s
attention like handing them a crisp
$100 bill.

That’s how William Hugh Murray
remembers a colleague rewarding an employee
who followed the corporate security policy and
challenged Murray’s friend for strolling around the
building without his required security badge.
“People start asking other people about their
badges, and the wearing of badges gets good really
quick,” chuckles Murray, a Certified Information
Systems Security Professional (CISSP), consultant
with TruSecure Corp. in Herndon, Va., and
Corporate Secretary of (ISC)2, the International
Information Systems Security Certification
Consortium, a non-profit security training and
standards organization based in Framingham, Mass.

That’s an example of the kind of creative, consis-
tent reinforcement necessary to forge a culture of
security — a work environment in which employ-
ees at all levels understand and commit to the
need to protect the enterprise not just from phys-
ical security breaches, but also virtual intrusions
from hackers or viruses. More than just a cost of
doing business in the post-9/11 world, creating a
culture of security can actually boost productivity
and profits by reducing downtime and system out-
ages, says Hal Tipton, CISSP and former president
of (ISC)2.

But to achieve these business benefits, senior
executives must foster awareness of security risks
through education, training and consistent
enforcement of proper policies. Everyone from
the CEO to the accounts payable clerk must
commit to following proper security practices.

DEFINING YOUR CULTURE
Creating a culture of security is no different than
creating a “culture of quality” or a “culture of cus-
tomer service.” The initiative can come from any-
where in the organization — in this case, likely the

CIO or Chief Security Officer. But senior manage-
ment — whoever has the authority to administer
recognition and rewards — must promote the
change by consistently communicating the busi-
ness implications of security, and enforcing securi-
ty policies. At each step in the management hier-
archy, says (ISC)2’s Murray, supervisors must eval-
uate and reward those who report to them based
on their adherence to good security practices.

And there’s no room for breakdowns. If an
employee goes to a manager to report a security
lapse and is brushed off, that staffer won’t speak up
again. Similarly, if management preaches the impor-
tance of passwords but then casually hands out the
same temporary password to every new employ-
ee, “The immediate message is that management
doesn’t take this very seriously,” Murray says.

The need for top-down leadership — and to
ensure security spending is focused on the most
critical risks — is reflected in the rise of chief secu-
rity officers (CSOs). These new executives boost
efficiency and security effectiveness by coordinat-
ing security efforts across the organization, manag-
ing outsourcing contracts and mapping security
measures to real business risks, says Steve Hunt, a
Vice President at Giga Information Group in
Chicago. He knows of about 80 CSOs who report
to the CIO level or higher and who coordinate
security across all types and sizes of businesses.
Hunt expects companies to increase spending on
security software by 5 percent this year.“However,
in 2002 proportionally more money is being spent
on management personnel than in previous years,
as part of an effort to ensure security spending
delivers business benefit. The move to CSOs is
part of this trend, and is working,” Hunt says.

Creating a Culture of Security

THE SECURITY
REVOLUTION

T

“MAKING CHANGES IN ANY
ENVIRONMENT NEEDS TO BE
INCREMENTAL, AND IT NEEDS 
TO BE DONE CONTINUOUSLY.
YOU CAN’T JUST HAVE A SECURI-
TY AWARENESS PROGRAM THAT
RUNS FOR TWO MONTHS.”

— JOHN COLLEY, VP/DIRECTOR (ISC)2
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n hour a day, seven days a
week, for nine months.
That’s the time commit-
ment made by Chuck
Bianco, a 17-year security

veteran, in preparation for his Certified
Information Systems Security
Professional (CISSP) certification in
November 2001. “I’m as proud of that
certification as anything else I’ve done
in business,” says Bianco, Manager of IT
Examinations for the U.S. Treasury
Dept. in Dallas. But more than just new
credentials and personal pride, this cer-

tification has given Bianco a strategic
new position at a key time in his enter-
prise’s battle against information securi-
ty threats.

People such as Bianco are a hot com-
modity these days. In an increasingly
security-conscious world, CIOs need
professionals like Bianco who have the
certified skills to secure corporate data

and systems. And although certified
security personnel do cost more money,
the ROI is pretty clear, experts say.
“You’re buying protection in case of a
shareholder lawsuit resulting from a
security problem,” says David Foote,
President and Chief Research Officer at
research and consulting firm Foote
Partners in New Canaan, Conn.” Boards
of directors are getting involved, and
they realize a high-profile Web breach,
or a privacy breach, could harm the rep-
utation of a company and impact rev-
enues,” Foote says. “By saying you have
the CISSP on staff, you can show you
took prudent and reasonable precau-
tions — you did the best you could,”
Foote says.

The CISSP certification is granted by the
International Information Systems
Security Certification Consortium
(ISC)2, a non-profit security association
in Framingham, Mass.The certification is
“like a badge of honor” that promises its
holder can be trusted, says Victor Keong,
a partner in the Security Services
Practice of Deloitte & Touche in
Ontario, Canada. “When we do security
consulting, the customer’s prime con-
cern is `are my secrets safe?’”
Certification can help assure them the
security professional they hire is not
himself a hacker, he says.

Along with three years of practical
experience, CISSP exam applicants need
in-depth knowledge of the 10 domains
within (ISC)2’s Common Body of
Knowledge (CBK).The CBK is a central,
standard list of key security knowledge.
Domains within the Common Body of
Knowledge include security architec-
ture and models, cryptography, opera-
tions security, access control systems,
and law and ethics. Hal Tipton, a former
(ISC)2 president, describes the CBK as
the topics a security professional “needs
to know enough about so they can
carry on an intelligent conversation
with their peers.” 

(ISC)2 also offers review courses and on-

line study guides for its certification
exams.

More than showing off the proper skills,
security certification tells an employer a
security professional is truly knowledge-
able and experienced in the field, rather
than someone who has just read some
books and can use the proper buzz-
words, says Tipton, who is now a Security
Instructor and Administrator of security
training programs.

Employing certified security profession-
als also helps protect senior manage-
ment, which can be held personally liable
if they fail to take proper security pre-
cautions required by law, he says.

“Top management doesn’t have the time
to really study all these things and under-
stand what the requirements are,” Tipton
says. “That should be up to the qualified
security people on their staff, and certifi-
cation is a way of being assured they are
properly qualified.” ■

THE SECURITY REVOLUTIONAdvertising Supplement

YOUR RESOURCE FOR
MORE CISSP
INFORMATION

Contact us at:

(ISC)2 Inc.

(888) 333-4458 (North America)

(727) 738-8657 (North America)

(727) 738-8522 (North America)

info@isc2.org

www.isc2.org

When contacting (ISC)2, please provide
your name, full mailing address, tele-
phone and fax numbers, and your e-mail
address.

(ISC)2 is a trademark and the CISSP cer-
tification is a registered trademark of
the International Information Systems
Security Certification Consortium, Inc.
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