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Machine Learning (ML) has become integral to numerous domains due to its potential to automate 

decision-making processes and handle complex tasks. The deployment of ML models in real-world 

scenarios requires that these models can adapt to changing conditions and handle uncertainties 

effectively. This ability to be reliable and resilient is critical, especially when dealing with complex 

tasks. ML models must be able to perform well even when faced with incomplete or ambiguous 

information and make decisions that are robust to uncertainty. Without solutions to address these 

challenges, the reliability of ML models will remain uncertain, leaving many industries vulnerable 

to potential failures. This research (i) demonstrates how to collect ML-based systems data that 

are suitable for software reliability and resilience models, (ii) applies these models, 

respectively, to track and predict failures and performance of the system impacted by known 

adversarial attacks, (iii) and draws conclusions from statistical inference to obtain valuable 

insight into the maturity of critical ML systems.  Results suggest that renewed efforts to collect 

high-quality data related to the defect tracking lifecycle can help developers to identify training 

and testing methods that are more effective at exposing and resolving defects, improving reliability 

and resilience of ML systems. Moreover, reliability and resilience models can evaluate the 

uncertainty associated with ML predictions, enabling users to understand system limitations, make 

informed decisions and effectively guide the allocation of restorative efforts. 

 

 
 


